EMC® NetWorker®
Module for DB2

Version 4.0

Administration Guide

P/N 300-005-965
REV AO03

EMC Corporation
Corporate Headquarters:

Hopkinton, MA 01748-9103

1-508-435-1000
www.EMC.com



Copyright © 1998 - 2009 EMC Corporation. All rights reserved.
Published June 19, 2009. Rev 2 published July 24, 2009

EMC believes the information in this publication is accurate as of its publication date. The information is subject to change
without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED “AS IS.” EMC CORPORATION MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE INFORMATION IN THIS PUBLICATION,
AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.

Use, copying, and distribution of any EMC software described in this publication requires an applicable software license.

For the most up-to-date listing of EMC product names, see EMC Corporation Trademarks on EMC.com.

All other trademarks used herein are the property of their respective owners.

For the most up-to-date regulatory document for your product line, go to the Document/Whitepaper Library on EMC
Powerlink.

n EMC NetWorker Module for DB2 4.0 Administration Guide



Contents

Preface
Chapter 1 Intfroduction
ReVISION NISOTY .....eeieiiiieiiiiiicccc e 12
Naming conventions used in this guide.........ccccoeiiiiiiiiiiinicicne 12
Data loss and disaster protection ............cccccocoeecrciceenncnnereereeeeeeeeenes 12
Scheduled and manual backups........cccccovvevicnnniirrccrreeees 13
Scheduled backup.......c.cooucuiciimiiiiiiiicceccccce e 13
Manual BaCKUP .....voveveiiiicc e 13
NMDB2 software features ..o, 13
The NMDB2 software reqUirements ...........cccceeeueueueueueunenieneneeneneeereeeeeeeeeeeenes 16
DB2 SOFtWATE......c.cuiviviriiiiiiiiic s 16
NetWorker sOftware...........ccoviiiiiii s 16
INMDB2 SOftWaT€ ... s 17
NetWorker Module for PowerSnap software ..........ccccceeeevernrrnncrnenenee. 17
NMDB2 cOMPONENLS......cooviiiiiiiiiiiiiiiitiice e 17
NMDB2 backup and restore ProCeSSES..........coeueweueueurueurereemririeireeieereeeeeeeeeeeeeeens 18
Regular scheduled or probe-based backup process.........cccccceuvuruvererurecnce. 18
Regular reStOre PrOCESS........ccvuvuvvrvrirererirerirerieiie st 19

Chapter 2 Software Configuration

Verifying the NMDB2 network environment..............occooooiiiiiincninennnn. 22
Migrating backup settings from earlier NMDB2 versions ..........c.ccccccoocueunne. 22
Command method ... 22
Wizard method ... 23
Configuring NMDB2 scheduled backups..........cccooeriiiiiiiiiiiiiiiecciee, 23
Configure a scheduled backup with the wizard...........c.cccocoo. 24
Configure a scheduled backup with individual NMC settings................. 25
Configuring a manual backup ...........coo 32
Configure the NetWorker resources..........cooooreeioiicieeccceccceee 32
Configure the NMDB2 configuration file ...........cccooooiiiiiiie 32
Additional features............cccovvviiiiiiiiiii 33
Configuring a deduplication backup..........ccoeueveiiieiiiiii, 33
Requirements for a deduplication backup.........cccocoeveiiiieiniiriiiicice 33
Best practices for a deduplication backup .......cccccoevvvniniiiiiin, 34
Configure deduplication for a scheduled backup ..........cccccceviiiniiininnnnen. 34
Configure deduplication for a manual backup.........ccccoevviiiiininninnnn. 35
Configuring a multiple session backup.........cccooioieiiiiiiiiiice, 36

EMC NetWorker Module for DB2 4.0 Administration Guide “



Chapter 3 Performing Backups and Deleting Backups

Performing scheduled backups............c.oooriiiiiiiiiiiiiicc 38
Test a scheduled backup ..o, 38
Monitor a scheduled backup .........c.cooeieioiiiiii 38
Cancel a scheduled backup ..o, 39

Performing manual backups ..o 39
Perform a manual backup........ccccoo 39
Perform a NetWorker bootstrap backup .........cooeoiiiil 40
Monitor a manual backup........coooo 40
Cancel a manual backup ..o, 40

Deleting backups on both the DB2 server and NetWorker server................... 40

Chapter 4 Data Restore and Recovery

Restoring and recovering data ............ccoooeueioiiiiiiic 44
Restore and reCOVET ... 44
The recovery lifecycle ... 44

Performing a T@COVErY ... 44
Recover to the same instance. ..o 44
Recover to a different instance.............ccccceeueiiiiiiiinniiis 46

Determining how many restore devices and sessions to use ...........c.cccceunuee. 48

Chapter 5 DB2 Transaction Log Backups and Roliforward Recovery

Transaction 10ZS .......oucurueiiiiicie 52

Configuring backups of transaction logs for rollforward recovery................. 52

Recovering a database with rollforward of transaction logs..........c.c.cccoeueuee. 54
Recover a database with stored transaction logs method........................... 54
Recover a database with fetched logs method..........c...ccooooiii, 55
Recover a database with the DB2 recover command .............ccccoeoeiernnnae. 56

Chapter 6 Cluster and DPF Environments

Cluster eNVITONIMENES .......covveuiviviriiiieiiie e 60
Cluster configurations for high availability (HA)......cccocovvinciniicnns 60
Configure a cluster backup ... 61

DPF envirOnments..........ceiieieieiiiiiieeceectce et 62
Manual backup in a DPF environment............ccccooeeceiciicciecccccccenas 64
Scheduled backup in a DB2 9.1.x DPF environment .........c.ccccccccccuecucucnnes 65
Scheduled backup in a DB2 9.5.x DPF environment ...........ccccccccccuecuccnnns 66
Restoring a DPF Dackup........cocciiiiniiiiiiiiicccccccceececcieee e 68

Chapter 7 Snapshot Backup and Restore

Snapshot backup and restore with NMDB2.........cccccccceuiiiiiinnniniirrenes 70
Supported enVIroNMENts .........c.ccccuiiemiiiiuiieiieeeeeeeee e nenenes 70
Required software for snapshot backup and recovery..........ccccccccccueueunnnns 70
Types of snapshot backup supported...........ccccoeiviioiiiciieiicccceenes 71
Types of snapshot restore supported...........cccccoeeeveciccnieneeeereeens 72
The snapshot backup Process..........cococcuieiiiiiiicicicececceeeeeeeenes 72

Configuring ACS snapshot backups with PowerSnap.........cccccococccvuccnennne. 73

Restoring a snapshot backup........cccccceceriiiiiiiiiicrccreccreeeeeees 75

Managing and Deleting backups of DB2 ACS snapshots ..........cccccccovueucuruennne. 75
QUETY SNAPSNOLS. ..o 75
Delete SNapShots........ccciuiiiiiieiiiiciccceccecee e 76

- EMC NetWorker Module for DB2 4.0 Administration Guide



Chapter 8

Chapter 9

Appendix A

Appendix B

Appendix C

Functional details of the snapshot backup and restore processes................... 76
INstant BaCKUp .....c.ccccuiiiiiiiicccccce e 77
Live backup, snapshot is not retained (serverless).........c.ccccoevreirirunnnnnce. 78
Live backup, snapshot is retained............ccccccovevnnnninnnnnnrrene 79
Instant restore (FOIIDACK).......c.ccveievirieieriiseier ettt sans 80
Restore from secondary StOTage ..........cccouvveeverirerereecnininirieres e 81

Disaster Recovery

DiSAStET TECOVETY ...ooviviviiiiiiiiiiiiitiieicetc et 84
Preparing for diSaster TECOVETY .......cccoviiirrinirirircrrrreeeee e 84
Recovering from a diSaster ... e 84
Requirements for disaster rECOVETY ........coovvrirnrininirirnrrerreecceecenee 85
Performing a disaster T€COVETY........cceuvuiurriririiiinirieieicrieieeee e 85

Troubleshooting and Error Messages

Viewing group backup details and messages..........cccccoeueueueueuenercnicueeeieicnnennnes 88
NMDB2 logs and tmp files .........cccoceeiuiiiiiiiieeccceeeceeeeeeeeeeeeeeeeeeees 88
Default 10g NAMES........cccouiiiiiiiiiiccccccee e 88
Default log and tmp file locations..........cccccevueievirrnninnnrrees 88
Configuring error Iogs ........cccciiiiiiiiiiieccceeeeree e 89
Example problems ..o 89
Wizard creation of backup fails, authentication denied............cc.cccccce... 89
The backup Rangs.........ccccceiiiiiiiicccceecee e 89
The backup fails.......cccooviiiiiiriiicc e 90

NMDB2 Configuration File and Parameters

The NMDB2 configuration file ..., 92
Extracting NMDB2 backup settings to a configuration file.............................. 92

Command method ... 92

Wizard method ... 92
Syntax rules for the NMDB2 configuration file............cccoooooiiinn, 93

Example NMDB2 configuration file ..........ccoooiiiiiiiniiccce 93
Settings not to use for NMDB2 ..........cccooiiiiiic e, 94
Parameters not to configure with the wizard ... 94
NMDB2 backup and restore parameters.............cccoceeeiorurieieienicieeeceieeeeae, 95
DB2 backup and restore parameters..........c...coocoeueieieiceieinicceece e 100
Transaction log parameters .............oooooiiiiiiiicce 103
Restore parameters ..o 105

NMDB2 Resource File and Parameters

About the NMDB2 resource file ..o 108
Syntax rules for the NMDB2 resource file .........cccooeuvivnnninrnncnninnenne. 108
Example NMDB2 resource file ..........cccocoevviiinnnnnicnrrnceeeeeecane 108

NMDB2 resource file parameters...........cccccceueucueueieeeuenieieeeeeieeeeeeeneeeeees 109

SQL Messages

The load libnsrdb2 command ............ccoeeeiiiiniiiiiii 112

DB2 SOL MESSAZES .....cvrviviviiciiiiiniiiiiiiiiitsiiicieiseistsie sttt 112

EMC NetWorker Module for DB2 4.0 Administration Guide “




“ EMC NetWorker Module for DB2 4.0 Administration Guide



Preface

As part of an effort to improve and enhance the performance and capabilities of its product
lines, EMIC periodically releases revisions of its hardware and software. Therefore, some
functions described in this document may not be supported by all versions of the software or
hardware currently in use. For the most up-to-date information on product features, refer to
your product release notes.

If a product does not function properly or does not function as described in this document,
please contact your EMC representative.

Audience  This document is part of the NetWorker Module for DB2 (NMDB2) documentation
set, and is intended for use by system administrators who are responsible for
installing software and maintaining the servers and clients on a network. Operators
who monitor the daily backups may also find this guide useful.

Readers of this document are expected to be familiar with the following functions:

Backup, recovery, and maintenance of a DB2 client.

Backup, recovery, and maintenance of a DB2 server.

Disaster recovery procedures on a DB2 server

NetWorker Management Console (NMC) browser-based user interface

L 2R 2BR N 4

Related  Documentation related to the use of this product can be found at the EMC website,
documentation  http:/ /Powerlink.EMC.com, including:

+ The NetWorker Module for DB2 version 4.0 documentation set:
* Administration guide
e Installation guide
* Release notes
¢ Command Reference guide
+ The NetWorker documentation set:
¢ Administration guide
¢ Installation guide
* Release notes
e Command Reference guide
* Disaster recovery guide
¢ Other EMC documentation:
¢ Information protection software compatibility guide

¢ UNIX man pages

EMC NetWorker Module for DB2 4.0 Administration Guide



Conventions used in
this document

A

A

The following additional documentation may be useful:
+ DB2 server documentation

+ DB2 database backup and recovery documentation

EMC uses the following conventions for special notices.

Note: A note presents information that is important, but not hazard-related.

CAUTION

A caution contains information essential to avoid data loss or damage to the system
or equipment.

IMPORTANT

An important notice contains information essential to operation of the software.

Typographical conventions
EMC uses the following type style conventions in this document:

Normal Used in running (nonprocedural) text for:

* Names of interface elements (such as names of windows, dialog boxes, buttons,
fields, and menus)

* Names of resources, attributes, pools, Boolean expressions, buttons, DQL
statements, keywords, clauses, environment variables, functions, utilities

* URLs, pathnames, filenames, directory names, computer names, filenames, links,
groups, service keys, file systems, notifications
Bold Used in running (nonprocedural) text for:
* Names of commands, daemons, options, programs, processes, services,
applications, utilities, kernels, notifications, system calls, man pages
Used in procedures for:

* Names of interface elements (such as names of windows, dialog boxes, buttons,
fields, and menus)

* What user specifically selects, clicks, presses, or types

Italic Used in all text (including procedures) for:
* Fulltitles of publications referenced in text
* Emphasis (for example a new term)
* Variables

Courier Used for:
* System output, such as an error message or script

* URLs, complete paths, filenames, prompts, and syntax when shown outside of
running text

Courier bold Used for:
* Specific user input (such as commands)

Courier italic Used in procedures for:
* Variables on command line
* User input variables

<> Angle brackets enclose parameter or variable values supplied by the user
[] Square brackets enclose optional values

| Vertical bar indicates alternate selections - the bar means “or”

{} Braces indicate content that you must specify (that is, x or y or z)

Ellipses indicate nonessential information omitted from the example

“ EMC NetWorker Module for DB2 4.0 Administration Guide



Where to get help

Your comments

EMC support, product, and licensing information can be obtained as follows.

Product information — For documentation, release notes, software updates, or for
information about EMC products, licensing, and service, go to the EMC Powerlink
website (registration required) at:

http://Powerlink.EMC.com

Technical support — For technical support, go to Powerlink and choose Support. On
the Support page, you will see several options, including one for making a service
request. Note that to open a service request, you must have a valid support
agreement. Please contact your EMC sales representative for details about obtaining a
valid support agreement or with questions about your account.

Your suggestions will help us continue to improve the accuracy, organization, and
overall quality of the user publications. Please send your opinion of this document to:

techpubcomments@EMC. com

EMC NetWorker Module for DB2 4.0 Administration Guide n
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Infroduction

This chapter describes the main features, components, and processes of the EMC
NetWorker Module for DB2 (NMDB2) software and the associated NetWorker server,
client, and other software required to implement the NMDB2 data backup and
recovery solution.

This chapter includes the following sections:

+ Naming conventions used in this guide .........cccooeviiiiiniininiininiiiicccccene 12
o Data loss and disaster protection............cccccceccicirciicnneeeceeeceeeeeeeee 12
o NMDB2 software features...........coviiiiiiiiiiieiiie e 13
¢ The NMDB2 software reqUIiTements...........coceueeereiiieiriniiiniiiecceeececceeccenenens 16
¢ NMDB2 COMPONENLS ....ooviiviiiiiiiiiiieecc s 17
o NMDB2 backup and restore proCesses ...........ccvviiiiiniiiiiiiiiniicciineccees 18
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Revision history

The following table presents the revision history of this document.

Revision | Date Description
A03 Dec. 18, 2009 Referenced Release Notes in “Deduplication backup and restore” on page 15
A02 July 28,2009 Modified “Migrating backup settings from earlier NMDB2 versions” on page 22.

Modified “The NMDB2 software requirements” on page 16.

A01

June 19, 2009 Initial release of the document.

*

*

*

*

*

*

Naming conventions used in this guide

This guide uses the following naming conventions:

The term DB2 user refers to the user who runs the database server or client where
data is backed up or restored.

The term NMC refers to the NetWorker Management Console user interface.
The term NMDB2 refers to the EMC® NetWorker® Module for DB2 software.

Unlike the NetWorker software, which uses the term recover for all backup
retrieval activities, this NetWorker Module software distinguishes between the
restore and recovery of a database.

® Restore means to retrieve individual data files from backup and store the files
on disk.

® Recover means to apply the archived transaction logs to make the database
consistent, if necessary.

The term Windows refers to all the supported Microsoft Windows operating
systems, unless specified otherwise.

The “Glossary”section provides a complete list of terms used in this guide.

Data loss and disaster protection

The complete protection of computer systems protects not only against the loss of
data, but against catastrophic disaster, such as a system or hardware failure.

For complete protection, a viable backup strategy includes regular backups of:

Databases
Transaction (archive) logs

NetWorker bootstrap records (the media database, resource database, and server
index, which reside on the NetWorker server)

These backups are important for the following reasons:

Without database backups, data content cannot be recovered.

Without transaction log backups, a database can be recovered only to the time of
its last full backup.

Without the bootstrap backup records, it may not be possible to recover essential
file and configuration data after a disaster, such as a disk crash or NetWorker
server failure.

n EMC NetWorker Module for DB2 4.0 Administration Guide




Scheduled and manual backups

Scheduled backup

Manual backup

NMDB2 software features

Introduction

The most reliable way to protect DB2 data against loss is to configure the NetWorker
server to schedule NMDB2 backups of DB2 data to run on a regular basis.

Scheduled backups, with the exception of cluster and DPF scheduled backups, may
be configured by using either the NetWorker Client Backup Configuration Wizard or
the NMC NetWorker application. Both of these programs are run from the NetWorker
Management Console (NMC):

Note: Cluster and DPF scheduled backups must be configured with a NMDB2 configuration
file (nmdb2.cfg).

# Once a scheduled backup is configured, the NetWorker server automatically
starts backups at the times scheduled for the client.

+ A scheduled backup generates a bootstrap file and a backup index entry, which
are required for disaster recovery.

“Configuring NMDB2 scheduled backups” on page 23 provides additional details.

Manual backups may be performed at any time, on demand. They are configured by
a NMDB?2 configuration file (nmdb2.cfg), which resides on the DB2 server.

+ Manual backups may be started only from the NetWorker client command line.

¢ A manual backup does not generate a bootstrap file or backup index entry,
required for disaster recovery. This may be done separately.

“Configure deduplication for a manual backup” on page 35 provides details.

The EMC® NetWorker Module for DB2 (NMDB2) software is an add-on module for
EMC NetWorker client software that provides a backup and restore interface between
the DB2 database program and the NetWorker server.

The NMDB2 4.0 software provides the following features:

Scheduled backups — Scheduled backups may be configured either for clock time
or for probe settings that detect when specific conditions are met. Scheduled backups
include backup of DB2 transaction logs and the NetWorker bootstrap record, which
are essential for disaster recovery.

Probe-based (event-based) backup — NMDB2 backups may be triggered when
specific threshold conditions are exceeded within a scheduled backup window. The
conditions may be triggered by the number of transaction logs generated, or the time
elapsed, since the previous probe-based backup. NetWorker PowerSnap™ and DPF
(database partition) backups are not supported by this feature.

Manual backups — Manual backups are initiated by the user from the command line
and use a client-side configuration file. Manual backups provide flexibility but do not
include backup of transaction logs and the NetWorker bootstrap record.

Configuration wizard — The NetWorker Client Backup Configuration Wizard, when
used in conjunction with the installed NMDB2 software, provides sequenced steps to
configure DB2 client hosts for scheduled backups. The browser-based wizard is

Scheduled and manual backups “



Introduction

launched from the NetWorker Management Console (NMC). Unlike earlier NMDB2
versions, configurations made with the wizard are not saved as a client-side
configuration file, but are saved as client attributes on the NetWorker server.

The wizard does not support the following types of backups, which may be
configured with the NetWorker application instead:

¢ Snapshot (NetWorker PowerSnap)

e Split-mirror (EMC Replication Manager)

® Probe-based
Configuration migration — Configuration files that were used for NMDB2 version
2.1 may be migrated for use with NMDB2 version 4.0 as follows:

e NMDB2 2.1 scheduled backup configurations cannot be directly used by
NMDB?2 4.0, but may be migrated and upgraded with the nsrdb2admin utility
or by the configuration wizard.

e Existing clients that were created with NMDB2 2.1 are supported by NMDB2
4.0 without any migration required.

e There is no support for the migration of manual backup configuration files.

® Scheduled backup configurations created with NMDB2 4.0 may be extracted
to a configuration file by using the wizard.

Push installation — NMDB2 software may be deployed and upgraded in large-scale
environments from a package at a single location by using push installation.

Multiple DB2 installations on the same host — Multiple DB2 installations on the
same host are supported. The DB2 installations may be of different releases and
service pack levels.

Internationalization (I18N) — NMDB?2 4.0 software supports non-English (I18N)
characters when used with a NetWorker 7.4 or later server and client on I18N
operating systems. I18N data may be backed up, monitored, and restored by a
NetWorker server that may be configured for an English locale or any of the other
locales that the NetWorker software supports. The NMDB2 4.0 software supports
non-English characters for:

¢ Configuration wizard input

e Strings passed as command line options to NMDB2 binaries: nsrdb2admin
and nsrdb2rlog

¢ Filenames and pathnames of variables in the NMDB2 configuration file
(nmdb2.cfg): NSR_DEBUG_FILE, PRECMD, POSTCMD,
NSR_DB2_CONFIG_FILE, NSR_DB2SV_DEBUG_FILE, and
NSR_LIBNSRDB2_DEBUG_FILE

® Snapshot backups created with NetWorker PowerSnap 2.4 or later

e DB2 parameters specified in IBM DB2 manual backup commands, as
documented and supported by DB2

Note: I18N support should be distinguished from localization (L10N) support, in which
the software user interface and operational messages are translated into localized
languages. The NMDB2 software does not provide full L10N support.

DB2 transaction logs — DB2 backup of transaction logs and rollforward recovery
with the DB2 transaction logs is supported.

Support for partition, multi-node, and cluster configurations — The NMDB2
software provides backup and recovery support, including disaster recovery and the
backup and rollforward recovery of transaction logs, for the following DB2
configurations:

EMC NetWorker Module for DB2 4.0 Administration Guide
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* partitioned DB2 databases with the IBM Database Partitioning Feature (DPF)
* multi-node DB2 databases (on a single host or across multiple hosts)
¢ clustered DB2 databases (with or without failover support)

NMDB?2 probe-based backups do not support these features.

Snapshot backup and restore — Support is provided for DB2 snapshot backup and
restore implemented with the DB2 Advanced Copy Services (ACS) and NetWorker
PowerSnap functionality. Only basic scheduled backups are supported for snapshots.
Probe-based backups, NetWorker parallelism, deduplication, and IPv6 features are
not supported.

Deduplication backup and restore — Deduplication is a feature that removes
duplicate data from backups. Duplicate data on a client that has already been sent to
backup storage is not sent again.

After an initial full NMDB2 backup to an EMC Avamar® server (on Linux),
configured as a NetWorker deduplication node, subsequent deduplication backups
include only unique blocks of data that contain change. Redundant data is not backed
up again, so the Avamar server stores only unique (“atomic”) blocks of data instead
of entire files or databases.

Because data deduplication is performed on the DB2 host before data is sent to the
Avamar server, deduplication backups typically require less network bandwidth, less
storage space, and less time than regular backups.

The NMDB2 software supports deduplication for the following configurations:

¢ Manual, scheduled, and probe-based backups for NetWorker releases that
provide deduplication functionality.

+ Raw devices and volumes for non-snapshot backups.

+ Browse and retention policies and media pools, the same as regular backups.

The EMC NetWorker Module for DB2 Release Notes provides details on configurations
supported by deduplication.

VMware ESX Server features — NMDB2 4.0 software supports the following ESX
Server features and functionality:

* VMotion transfers virtual machines between ESX servers without disruption
to applications they are running, such as an NMDB2 backup or restore.

e Distributed Resource Scheduler (DRS) automates VMotion based on host and
virtual machine load balancing requirements and policies.

Solaris Zones — Support is provided for all Solaris Zones functionality in
configurations where the NetWorker server and storage node run on the same or
different zones than the DB2 client.

DB2 history pruning — The NMDB2 software supports the synchronous removal of
snapshot backup entries from the DB2 history file when the corresponding entries
expire and are removed in the NetWorker indexes.

NMDB?2 software features “
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Table 1

DB2 Software

NetWorker software

The NMDB2 software requirements

This section describes in general terms the types of software that are required in an
NMDB2 environment.

Table 1 on page 16 lists the software requirements for a simple network environment
that uses the NMDB2 software for backup and recovery services.

Typical NMDB2 backup and recovery environment

Host Required software

NetWorker Management Console (NMC) server host | ¢ NetWorker client software
* NMC software

NetWorker server NetWorker server software

Each DB2 server host o DB2 database
* NetWorker client
* NMDB2 software

Note: For snapshot backup and restore, the appropriate NetWorker Power‘SnapTM module must
also be installed on the primary storage device where the snapshot data resides. Chapter 7,
“Snapshot Backup and Restore,” gives details.

The NMDB?2 software interacts with the DB2 backup and restore features, which
enable the following operations:

+ Online or offline concurrent backups of databases and tablespaces in both
noncluster and cluster environments

Oftline recovery of databases

Online or offline recovery of tablespaces

Automated backup and rollforward restore with transaction logs
Multiple session support for backup and restore of several streams of data
Snapshot backup and restore with NetWorker PowerSnap software
On-demand log archiving

L 2R 2R 2R R 2R 4

The NetWorker software provides data storage management services that protect and
help manage data across an entire network.

The NMDB2 software works together with the following NetWorker server features:

Scheduled and manual backups

Authorization and password encryption

Save group, media pool, and client configurations

Snapshot backup and restore with NetWorker PowerSnap software

Parallelism configurations for multiple hosts or save sets (NetWorker PowerSnap
not supported)

Online index (client file index and media database) maintenance

Inquiry of backed up data

+ Data lifecycle browse and retention policies

L 2K Z2BR 2R 2R 4
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NMDB2 software

NetWorker Module for PowerSnap software

NMDB2 components

Table 2

Introduction

+ Bootstrap file and configuration information necessary for disaster recovery
# Secure restore of data to original or alternate database instances (on the original
host or a different one)

During a backup, the NetWorker server adds a backup entry to the online client file
index and records the location of the data in the online media database. These index
entries are required to restore the backed-up data. Chapter 4, “Data Restore and
Recovery,” provides details.

After a scheduled backup, the NetWorker server sends a record of the bootstrap file
to the default printer. The bootstrap is a record of file and configuration information
necessary in the event of a disaster. Keep the bootstrap printout on file. Chapter 8,
“Disaster Recovery,” provides details.

The NMDB2 software is an add-on module for NetWorker client software and
provides a backup and restore interface between DB2 software program and the
NetWorker server. The main component of the NMDB2 software is the libnsrdb2
program, which provides backup, inquiry, and restore processes for all DB2 data.

NetWorker backups can use the EMC PowerSnap software to create a snapshot
(point-in-time copy) of a group of files or file systems on a client. The snapshot serves
as an instant backup, which may be backed up to a traditional storage medium.

Table 2 on page 17 lists the NMDB2 software-related components that are referred to
in this guide. On Microsoft Windows systems, most of the these files are located in
the same directory as the NetWorker client programs.

NMDB2 components (page 1 of 2)

UNIX Windows Description

nmdb2.cfg nmdb2.cfg The sample configuration file for the nsrdb2sv scheduled backup
program. You may copy this template file and save the original.

nsrdb2admin nsrdb2admin.exe Upgrade utility used to migrate existing NMDB2 2.1 scheduled
backup configurations to NMDB2 4.0, and the other way around.

nsrdb2probe nsrdb2probe.exe Trigger utility launches a backup when a specified number of logs
have been generated since the previous probe-based backup.

nsrdb2cat N/A Catalog synchronization utility “prunes” (removes) snapshot
entries from the DB2 advanced copy services backup history as
NetWorker removes expired snapshot entries from its index.

libnsrdb2.xx libnsrdb2.dll The nmdb2 library, which interacts with the DB2 backup and
restore utilities and the NetWorker server to perform backup,
inquiry, and restore processes for DB2 data.
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Table 2

NMDB2 components (page 2 of 2)

UNIX Windows Description

nsrdb2ra nsrdb2ra.exe Remote agent utility that marshals database requests between the
remote NetWorker Client Configuration Wizard and the DB2
application.

nsrdb2rlog nsrdb2rlog.exe Restore utility that copies DB2 transaction logs stored on the

NetWorker server to a local file, and uses the logs to perform
roliforward recovery.

nsrdb2sv nsrdb2sv.exe This backup, restore, and inquire program provides an interface to

the DB2 backup and restore utilities. It uses configurations from
the NMDB2 configuration file, nmdb2.cfg.

NMDB2 backup and restore processes

The main component of the NMDB2 software is the libnsrdb2 program, which
interacts with the DB2 backup and restore utilities and the NetWorker server to
perform backup, inquiry, and restore processes for all DB2 files. The following
sections describe the backup and restore processes.

Regular scheduled or probe-based backup process

Figure 1 on page 19 shows how the DB2 server, NetWorker server, and NMDB2
processes interact during a regular scheduled or probe-based NMDB2 backup.

The backup includes the following interactions:

1.

7.

At the scheduled backup start time, or when the probe conditions are met, the
main NetWorker service, nsrd, invokes the savegrp program to start the backup
of the group that contains the DB2 client.

The savegrp program contacts the DB2 client service, nsrexecd, on each client in
the backup group to start the backup.

The nsrexecd service starts the nsrdb2sv program for the backup, as specified in
the Backup Command attribute of the NetWorker Client resource.

The nsrdb2sv program processes the backup parameters passed to it by the
savegrp command.

The nsrdb2sv program connects the NetWorker server to the DB2 API through
the libnsrdb2 library.

The DB2 backup utility interacts with NetWorker software through this
connection to coordinate a backup of the database.

The NetWorker server software performs all storage management tasks.

Figure 1 on page 19 shows how the DB2 server, NetWorker server, and NMDB2
processes interact during a regular backup process.
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Regular restore process

NMDB2 scheduled backup interactions

Figure 2 on page 20 shows how the DB2 server, NetWorker server, and NMDB2
processes interact during a regular restore process. All restore operations are
manually performed and use settings in the NMDB2 configuration file (for example,
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The restore process includes the following interactions:
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Figure 2 on page 20 shows the data flow during a recover operation.

The DB2 restore utility invokes the libnsrdb2 program, to which it passes a list of
files to restore and other parameters.

The libnsrdb2 program processes the restore parameters, using the settings in the
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Software Configuration

After installing the NetWorker Module for DB2 (NMDB?2) software, it must be
configured for use. This chapter describes how to configure the NMDB2 software for
backup and recovery operations.

This chapter includes the following sections:

+ Verifying the NMDB2 network environment ............cccoecoeeeeiennciniiincccccncnennns 22
+ Migrating backup settings from earlier NMDB2 versions.........c.ccccceeeevevrincncncnce. 22
+ Configuring NMDB2 scheduled backups ..........cccccoevivinnnnininnniiiirccccccees 23
+ Configuring a deduplication backup .........ccceeviirinnnininiiiiiiccccccecccceenes 33
+ Configuring a manual backup ........ccccocevviiiniiniiicciccccccecee s 32
+ Configuring a multiple session backup ..., 36
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Command method

Verifying the NMDB2 network environment

Before either scheduled or manual backups can be configured with NMDB2 software,
ensure that the network environment is properly set up:

1. Ensure the DB2 software is properly installed and configured before the NMDB2
environment is configured. The appropriate DB2 documentation provides
instructions.

2. Ensure that NetWorker client software and NMDB2 software are installed and
enabled on each DB2 server that requires backup and recovery services. The
platform-specific NetWorker installation guide and the EMC NetWorker Module for
DB2 Installation Guide provide instructions.

3. Ensure that the NetWorker User Group resource privileges are granted to the DB2
user who performs the NMDB2 operations. These privileges are the default
settings, which are as follows:

e Monitor NetWorker
e Back Up Local Data
e Recover Local Data

The User Group resources are set in NMC.

4. If a firewall is used, NMDB2 connectivity depends on use of the corresponding
ports configured for the NetWorker server. The EMC NetWorker Administration
Guide provides details.

The EMC Information Protection Software Compatibility Guide on the Powerlink®
website provides details on the compatibility of the NMDB2 software with other
products.

Migrating backup settings from earlier NMDB2 versions

Unlike earlier releases, NMDB2 4.0 software does not create a configuration file
(nmdb2.cfg) on the DB2 client, but instead stores all client backup settings on the
NetWorker server.

Note: Exceptions are cluster, DPF, and manual backups, which must use a configuration file
that resides on the NetWorker client. Chapter 6, “Cluster and DPF Environments,” and
“Configuring a manual backup” on page 32 provide details.

Previous backup configuration files that were created with NMDB2 2.1 software may
be migrated for use with NMDB2 4.0 software by using either the command method or
the wizard method, as described in the following two sections. This migration of legacy
configurations requires a supported NetWorker server and client. The EMC
NetWorker Module for DB2 Release Notes provides details.

Note: Manual backup configurations that were used with NMDB2 2.1 or earlier are not
supported by NMDB2 4.0. NetWorker Client resources do not require migration.

The command line method uses the nsrdb2admin utility to migrate legacy backup
settings. It reads the backup configuration file found on the NMDB2 host and stores
the migrated settings on the NetWorker server. It changes the scheduled backup
command specified in the NetWorker Client resource from nsrdb2sv -f to

nsrdb2sv -F.
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To migrate and upgrade a scheduled backup configuration from NMDB2 version 2.1
to NMDB2 version 4.0, for each DB2 client to be backed up by the NetWorker server,
perform the following steps:

1. Log on to the DB2 client as the root user (UNIX) or Administrator (Microsoft
Windows).

2. Ensure the NMDB2 software is installed on the DB2 client and the client is
specified as a NetWorker Client resource on the NetWorker server.

3. On the DB2 client operating system command line (UNIX) or Command Prompt
window (Windows), run the following command:
S nsrdb2admin -M -s server -g group -N save set
where:
* server is the NetWorker server on which the configuration will be saved and
o ;rl(?up is the group name of the NMDB2 Client resource. The group must

already exist.
e sgve set is the save set name of the NMDB2 Client resource.

for example:
nsrdb2admin -M -s my.server.com -N DB2:/SAMPLE/NODE000O0

The EMC NetWorker Module for DB2 Command Reference Guide provides details on the
nsrdb2admin command.

Wizard method To migrate and upgrade a scheduled backup configuration from NMDB2 2.1 to
NMDB?2 4.0, run the NetWorker Client Backup Configuration Wizard, and select the
Custom Scheduled Backup option. At the NMDB2 Configuration File Template page,
browse to an existing NMDB2 configuration file on the DB2 client. The wizard uses
this file to create backup configuration settings on the NetWorker server.

The wizard changes the scheduled backup command used in the Client resource from
nsrdb2sv -f to nsrdb2sv -F. The wizard provides additional functionality to create the
Client resource and Group resource on the NetWorker server.

The EMC NetWorker Administration Guide provides details on how to launch and use
the NetWorker Client Backup Configuration Wizard.

Configuring NMDB2 scheduled backups

NMDB?2 scheduled backups and NMDB2 clients may be configured by using either of
the following methods:

+ “Configure a scheduled backup with the wizard” on page 24
+ “Configure a scheduled backup with individual NMC settings” on page 25

With NMDB?2 4.0, the settings for normal scheduled backups are stored on the
NetWorker server. Earlier NMDB2 releases used backup settings specified in an
editable NMDB2 configuration file (nmdb2.cfg) that resided on the DB2 client.

Note: Exceptions are cluster, and DPF backups, which must use a backup configuration file that
resides on the DB2 client. Chapter 6, “Cluster and DPF Environments,” provides details.
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Wizard tasks

Wizard limitations

Wizard authorizations

Configure a scheduled backup with the wizard

The NetWorker Client Backup Configuration Wizard is a Java application that is run
from the browser-based NetWorker Management Console (NMC).

The wizard is used to perform the following tasks:

+ Create or modify DB2 clients and NetWorker resources (such as Group, Schedule,
and Probe) to use with the DB2 clients.

+ Migrate a legacy (NMDB2 2.1) backup configuration file (nmdb2.cfg) to the
NMDB?2 4.0 format. The wizard populates itself with the legacy settings.
“Migrating backup settings from earlier NMDB2 versions” on page 22 provides
details.

+ Specify detailed options to use for a scheduled backup, such as:
e number of DB2 backup sessions to be used
¢ database objects to be backed up
¢ whether online or offline backup
e backup level
* backup type and data options
® pre- or post-processing scripts

+ Extract the configuration settings created with the wizard to a backup
configuration file format for use with cluster, DPF, or manual backups.
“Extracting NMDB2 backup settings to a configuration file” on page 92 describes
details.

¢ The wizard does not configure NetWorker Device or Media Pool resources. These
must be configured by using the NMC NetWorker application. “Configure a
scheduled backup with individual NMC settings” on page 25 gives details.

The wizard has the following limitations:

+ The wizard does not support the creation of scheduled backups on Linux Itanium
and Microsoft Windows Itanium operating systems.

+ The wizard does not support the creation of the following types of backups:

¢ snapshot (NetWorker PowerSnap)
¢ split-mirror (EMC Replication Manager)
® probe-based (event-based)

Authorizations used by the wizard are handled by NetWorker nsrauth
authentication. The following authorizations apply:

+ Configure NetWorker server privileges and DB2 server user privileges are
required to configure and perform backups with the wizard.

# The wizard may be run on a host with no NetWorker software installed and with
no direct communication with the DB2 client:

¢ Administrator or root operating system level privileges are not required
e Authorization to directly access the DB2 client is not required.

Configure a scheduled backup with the wizard

To create or modify a scheduled backup configuration with the NetWorker
Management Console (NMC) Client Backup Configuration wizard:

1. In the NMC Enterprise view, select the NetWorker server name, and double-click
the NetWorker application to launch it.
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Group resource

Software Configuration

2. In the Configuration view, under the NetWorker server name, select Clients.

* To create a new client, right-click Clients and select Client Backup
Configuration > New.

¢ To modify an existing DB2 client, right-click the client name and select Client
Backup Configuration > Modify.

3. On each wizard screen that appears, specify the required options and values for
the backup configuration.

Note: “Parameters not to configure with the wizard” on page 94 lists parameters that may
not be configured with the Pre- and Post-Processing Options wizard page.

“Configure deduplication for a scheduled backup” on page 34 provides details on
wizard settings for a deduplication backup.

The EMC NetWorker Administration Guide provides more details on how to launch and
use the NetWorker Client Backup Configuration Wizard.

The NMC NetWorker application provides individual resource settings in a
non-wizard format to create or modify a DB2 Client resource and configure or modify
a scheduled backup.

To create or modify a scheduled backup configuration with the NMC NetWorker
application:

1. In the NMC Enterprise view, select the NetWorker server name, and double-click
the NetWorker application to launch it.

2. In the Configuration view, under the NetWorker server name, select the
appropriate backup resources to configure, such as Groups, Schedules, Clients,
and so forth. For example:

* To create a new client, right-click Clients and select New.

¢ To modify an existing DB2 client, double-click the client name to open its
Properties window.

On each of the properties tabs, specify the required options and values for the
backup configuration.

The following sections give details on NetWorker Group, Schedule, Client and other
resources, as well as additional settings for DB2.

“Configure deduplication for a scheduled backup” on page 34 provides details on
NetWorker application settings for a deduplication backup.

The EMC NetWorker Administration Guide provides more details on how to use the
NetWorker application.

A NetWorker backup Group resource identifies a set of NetWorker clients, all of
which start to back up data at a scheduled time. A Group resource may be applied as
an attribute to a NetWorker Client resource and a NetWorker Media Pool resource.

Ensure the following settings:

+ Autostart is set to Enabled.
¢ Schedule is set to an appropriate schedule for the group.

The NetWorker Administration online help system and the EMC NetWorker
Administration Guide provide details on how to create and modify Group resources.
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Schedule resource

Client resource

Table 3

A backup schedule provides the time and backup level settings required to perform
periodic backups of the DB2 data. A Schedule resource is applied as an attribute to a
NetWorker Group resource. By default, the NMDB2 software supports only full and

skip scheduled backup levels.

To support NetWorker incremental and level number backups, set the
DB2_APPLY_NW_LEVELS parameter to TRUE and set the DB2 parameter
TRACKMOD to ON.

+ Set the DB2_APPLY_NW_LEVELS parameter to TRUE by either of the following
methods:

— In the wizard page for Pre and Post Backup Options,
— Inaseparate NMDB2 configuration file (nmdb2.cfg).
“DB2 backup and restore parameters” on page 100 provides details.

¢ Set TRACKMOD to ON. This parameter must be set at a DB2 command prompt
with the following command:

Db2 update db cfg for sample using TRACKMOD ON

where sample is the name of the database to be backed up.
The EMC NetWorker Administration Guide and the NetWorker Administration online

help system provide details on how to create and modify a Schedule resource.

Each NetWorker Client resource identifies a computer and data that requires backup
and restore services.

Note: Each database instance requires a separate Client resource. In a cluster environment, a
separate backup client must be created for each virtual and physical hostname.

The NetWorker online help system and the EMC NetWorker Administration Guide
provide details on how to create and modify Client resources.

Table 3 on page 26 describes attributes that are applicable to NMDB2 for scheduled
backup, inquire, and restore operations.

NetWorker Client resource attributes for NMDB2 scheduled backups (page 1 of 3)

Attribute Description
Aliases Specify all known aliases for the system where the DB2 software resides.
Application Specifies the name of one or more database instances that require restore permission on
Information the same or different host.
 Separate database instances with a colon, and add a colon after the last instance. For
example:

DB2_R=database_name:db2instl:db2inst2:
This allows the instances db2inst1 and db2inst2 to restore the database
database_name.

* Add additional lines in the Application Information attribute for other databases that
you want to add to a Client resource. For example:

DB2_R=database_name:db2instl:db2inst2:
DB2_R=second_database:db2inst3:db2inst4:

Note: Always add a colon after the last instance.
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Table 3 NetWorker Client resource attributes for NMDB2 scheduled backups (page 2 of 3)

Attribute Description

Backup Command Specifies the name of the command to be used for a DB2 backup, either:

nsrdb2sv -F

for a scheduled backup (note uppercase F), which uses the wizard or NMC settings stored
on the NetWorker server,

or

nsrdb2sv -£f nmdb2.cfg

for a cluster, DPF or other advanced scheduled backup (note lowercase f), which uses the
configuration file settings stored locally on the DB2 client, where nmdb2.cfg is the full
pathname of the NMDB2 configuration file. Appendix A, “NMDB2 Configuration File and
Parameters,” provides details.

Browse Policy For scheduled backup only. Specifies the length of time that the NetWorker server retains
an entry for a DB2 backup in the online client file index.

Note: If no value is selected for the Browse policy attribute, the NetWorker server uses a
default value of 1 month. The value for the Browse policy attribute cannot exceed the
value for the Retention policy aftribute.

Deduplication Specifies whether the client will use the deduplication feature for backups.
Backup

Deduplication Node | Specifies the name of the NetWorker deduplication node (Avamar server) that will store
the client’s deduplicated data.

Group For scheduled backup only. Specifies the NetWorker backup group to be used for a
scheduled DB2 backup.

Note: Ensure that the Autostart attribute has been enabled for the selected Group
resource, otherwise scheduled backups will not occur.

Name Specifies the hostname of the DB2 server host.

Parallelism Specifies the maximum number of concurrent backup or restore tasks to use for a backup
or restore operation. For a backup, this attribute can be used instead of the
NSR_PARALLELISM parameter.

Password For backups, use only if the Remote User is specified. Type the password of the user
specified by the Remote User aftribute.

Remote Access Specifies the fully qualified IP name of a remote system, to enable restores of the DB2
Server backups to that remote system.

To restore backups from:

* One database computer to another, add the fully qualified hostname of the computer
from which the data will be restored.

* A cluster environment, add the physical and virtual hostnames of the client.

Remote User Optional for backups on Windows. Specifies the user that is allowed to run remote
commands on the client or access specific application data on the client.

Retention Policy For scheduled backup only. Specifies the minimum length of time that the NetWorker
server maintains information about DB2 backup data in the online media database, after
which this information may be overwritten. This attribute applies only to scheduled DB2
backups.

Note: If you do not select a value for the Retention policy attribute, the NetWorker server
uses the default value of 1 year. The Retention policy attribute must be greater than or
equal to the value Browse policy attribute.

Configuring NMDBZ2 scheduled backups



Software Configuration

Table 3 NetWorker Client resource attributes for NMDB2 scheduled backups (page 3 of 3)
Attribute Description
Save Set Specifies the database and node to be backed up. For example:

DB2:/database_name/node_name

* Fora single node partition, if DB2:/SAMPLE/NODEQO0QO is typed in the Client resource
Save Set list, the save set names created in the media database will be:

DB2:/SAMPLE/NODEQ0O00O

* For a multiple node partition, if DB2:/SAMPLE/NODE0000 and
DB2:/SAMPLE/NODE0001 are typed in the Client resource Save set list, the save set
name created in the media database will be:

DB2:/SAMPLE/NODEO00O
DB2:/SAMPLE/NODEOO0O1

* |f multiple save set names are specified in the Save Set attribute of the Client resource
and the NMDB2 configuration file (nmdb2.cfg) has a well-defined PRECMD and/or
POSTCMD variable, the preprocessing and postprocessing command files are:

- Common for all the backups
- Executed once for each backup

Schedule For scheduled backup only. Specifies the NetWorker backup schedule to use for a
scheduled backup.

DB2 password  The NetWorker Client Backup Configuration Wizard provides a convenient way to
encryption  create a DB2 password, which is required for NMDB2 scheduled backups. However,
if the wizard is not used to configure a scheduled backup, but the NMC NetWorker
application is used instead, then the DB2 password must be created and encrypted
manually.

A manually-created DB2 password is saved in an NMDB2 configuration file
(nmdb2.cfg) on the DB2 server.

To manually encrypt a DB2 user password:

1. On the DB2 server (which contains the DB2 database, the NMDB2 program, and
the NetWorker client software), log in as the root user on UNIX systems or as the
Administrator on Microsoft Windows systems.

2. Type the following command, for example in C shell:
nsrdb2sv -f nmdb2.cfg -P password

where:

e nmdb2.cfg is the NMDB2 configuration file

® password is the DB2 password for the DB2 instance, typed in English ASCII
characters only.

The DB2_PSWD parameter is updated with the encrypted DB2 user password
and added to the NMDB2 configuration file (nmdb2.cfg).

Appendix A, “NMDB2 Configuration File and Parameters,” gives more details.

Probe resource A Probe resource is an optional feature that triggers backups when user-specified
conditions are met. A probe-based backup is also known as an event-based backup.

Note: A scheduled backup group that is enabled for a probe will not run unless the probe
conditions are also met.

The threshold or trigger conditions for a probe-based backup are as follows:

+ No previous probe-based backup has been performed. An initial probe-based
backup is automatically triggered and the probe states begin at zero.
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+ A specified number of DB2 transaction logs have been generated since the last
probe-based backup.

+ A specified amount of time has elapsed since the last probe-based backup.

# The database has been restored from a backup to a time before the previous
probe-based backup. An initial probe-based backup is automatically triggered
and the probe states are reset to zero.

+ Conditions specified in a user-defined script are met, for example, whenever a
specified number of devices are idle.

Note: Probe-based backups are not supported by NetWorker PowerSnap or DPF (database
partition) backups.

A probe-based NMDB2 backup requires settings in three NetWorker resources:
Probe, Group, and Client.

To configure a probe-based NMDB2 backup:

1. Create a NetWorker Probe resource by using either the supplied nsrdb2probe
program or a user-defined script. The Probe resource defines the conditions that
trigger the probe-based backup.

Note: “Example multi-probe backup” on page 30 gives an example with a user-defined
script.

Table 4 on page 29 describes Probe resource attributes for NMDB2 backups.

Table 4 NetWorker Probe resource attributes for NMDB2 probe-based backups
Attribute Description
Name A unique name that identifies the Probe resource.
Probe Command Name of the program or script that triggers a probe-based backup.

For example, the nsrdb2probe program, which is supplied with NMDB2 software,
triggers a backup when the number of NMDB2 transaction logs generated since
the last probe-based backup meets or exceeds the value of the
LOG_THRESHOLD parameter.

The Probe Command may be a user-defined script, but the name must start with
“nsr” or “save” and it must be stored in the same directory as the NetWorker client
binaries.

Command Options Required for the nsrdb2probe program only. A comma-separated list of

parameters with their settings as follows:

¢ LOG_THRESHOLD - Mandatory. Specifies the number of NMDB2 transaction
logs generated since the last probe-based backup required to trigger a new
probe-based backup. For example, LOG_THRESHOLD=10.

* NSR_DEBUG_FILE - Optional. Specifies the pathname of the log file that
records debug information from the nsrdb2probe backup. For example,
NSR_DEBUG_FILE=/tmp/probe.log.

2. Create a NetWorker Group resource for the probe-based backup. The Group
resource enables probe-based backup and defines time constraints for the probe.

Note: If a scheduled backup is started manually for a group that is enabled for a probe, the
backup will not run unless the probe conditions are met.
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Table 5 on page 30 describes NetWorker Group resource attributes for NMDB2
probe-based backups.

Table 5 NetWorker Group resource attributes for NMDB2 probe-based backups
Attribute Description
Autorestart Specifies whether the group is started automatically at the designated start time.

To enable probing to occur during the backup window, set Autostart to enabled.

Probe Based Group Select the checkbox to enable the probe. Probes run daily.

Probe Interval Specifies how frequently (in minutes) the probe runs to determine if a backup is
needed during the probe window, which is defined by start and end times. A valid
value can range from 15 to 10,000 minutes.

Probe Start Time Specifies the daily start time for the probe window, which is when the probing
begins. Default value is 0:00 (24-hour clock).

Probe End Time Specifies the daily end time for the probe window, which is when the probing stops.
Default value is 0:00.

Probe Success Criteria | Specifies the condition required to trigger a probe-based backup, based on one of

the following two possible values:

* Any - The backup is triggered when any one of the probes associated with the
clients in this group is successful.

* All- The backup is triggered only when all of the probes associated with the
clients in this group is successful.

Time Since Successful | Specifies the number of days that must pass since the last probe-based backup to

Backup trigger a new probe-based backup.

¢ |f set to 0 (default), the number days between probe-based backups is ignored
and probes are run only during the daily probe window.

* |f set to a nonzero value and this value is reached without the occurrence of a
probe-based backup, then a probe-based backup is immediately triggered.

3. Associate the NetWorker Probe resource to at least one Client resource. This
setting cannot be done with the NetWorker Client Backup configuration wizard,
but must be done with the NMC NetWorker application. Table 6 on page 30
describes the required Client resource attributes for NMDB2 probe-based

backups.
Table 6 NetWorker Client resource attributes for NMDB2 probe-based backups
Attribute Description

Probe Resource Name | Specify the name of the Probe resource from step 1.

Note: A Client resource can be associated with only one probe.

Group Specify the name of the probe-enabled Group resource from step 2.

The EMC NetWorker Administration Guide and the NetWorker online help system
provide details on how to define Probe, Group, and Client resources for probe-based
backups.

Example multi-probe backup

A probe-based backup may be configured with multiple probes. Depending on the
Probe Success Criteria setting in the Group resource, a backup will start when the
conditions for any or all of the probes are met.
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For example, a probe-based backup may be triggered when both of the following
conditions are true:

+ Atleast 25 NMDB2 transaction log files are generated on a DB2 client named, for
example, mars. A Probe resource for this condition will use the supplied
nsrdb2probe program.

+ More than two tape drives are idle in a tape library named, for example,
marmaris, which is attached to the NetWorker storage node where the
probe-based backup will be sent for storage. A second Probe resource for this
condition will use a user-defined script named myjukeboxprobe.

Configure a example probe-based backup configured with these conditions:

1. Create the NetWorker Probe resource for the supplied nsrdb2probe program
with the following attribute settings:

¢ Name: myxlogs

¢ Probe Command: nsrdb2probe

¢ Command Options: LOG_THRESHOLD=25,
NSR_DEBUG_FILE=/tmp/probe.log

2. Create a user-defined script myjukeboxprobe with “execute” permissions and
store the script in the same directory as the NetWorker binaries on the storage
node. When the script runs, it checks for the number of idle tape drives in the
library, and returns one of the following values:

® 0 — If more than two tape drives are idle in the library.

e 1 —1If two or fewer tape drives are idle in the library.

e Other than 0 or 1 — An error occurred during the probe and no backup will be
performed.

3. Create a second NetWorker Probe resource for the user-defined probe with the
following attribute settings:

e Name: myxdrives
¢ Probe Command: myjukeboxprobe
e Command Options: (blank)

4. Create a NetWorker Group resource named “mymultigroup” and configure the
required probe attributes, with the Probe Success Criteria attribute set to AllL

5. Use the Client Backup Configuration Wizard to create a NetWorker Client
resource for the DB2 client. Set the Client resource attributes as follows:

Name — mars

Backup Command — nsrdb2sv -F
Group — mymultigroup

Probe — myxlogs

Save Set — DB2:/sample/Node0000

6. Create a NetWorker Schedule resource named "skip-all" and set the level to skip
for each day in the schedule.

7. Use the NMC NetWorker application to create a “dummy” Client resource for the
storage node with the skip-all schedule so no save sets will be backed up. Set the
Client resource attributes as follows:

Name — marmaris

Backup Command — (blank)
Group — mymultigroup
Probe — myxdrives

Save Set — my-skip-set
Schedule — skip-all
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Device resources

Media pool resources

Additional features

The NetWorker server uses storage devices to write and read data on storage media
during backup and restore operations. A NetWorker Device resource must be
configured for each device to be used. For some devices, library configurations may
also be required.

Note: When creating Device resources, ensure that each physical device contains a labeled and
mounted volume.

The NetWorker Administration online help system and the EMC NetWorker
Administration Guide provide details on how to create and modify Device resources.

The EMC Information Protection Hardware Compatibility Guide provides a complete list

of supported storages devices.

NetWorker Media Pool resources provide the ability to segregate different backup
groups, which may back up different data, such as tablespaces and archived logs,
onto different storage volumes or devices. The NetWorker software tries to match the
characteristics of the group being backed up to an appropriate Pool resource and
directs the data to a labeled volume that belongs to that pool.

The NetWorker Administration online help system and the EMC NetWorker
Administration Guide provide details on how to create and modify Pool resources.

Scheduled backups can be performed with deduplication and multiple sessions.
+ “Configuring a deduplication backup” on page 33 gives details.

+ “Configuring a multiple session backup” on page 36 gives details.

Configuring a manual backup

A manual backup is configured with the NMDB2 configuration file (nmdb2.cfg). The
configuration file contains settings that are used for manual backup, restore, and
inquire operations.

A manual backup requires the same environmental configurations as a scheduled
backup. “Verifying the NMDB2 network environment” on page 22 provides details.

Configure the NetWorker resources

Only a few NetWorker resource attributes may be configured for manual backups
and default values are sufficient in most cases.

The settings for NetWorker resource attributes are made the same as for a scheduled
backup. “Configure a scheduled backup with individual NMC settings” on page 25
gives details.

The EMC NetWorker Administration Guide provides detailed information on
NetWorker resource attributes.

Configure the NMDB2 configuration file

A manual backup uses the NMDB2 configuration file, which is a user-created file (for
example, named nmdb2.cfg) that resides on the DB2 server.

Note: All settings in the NMDB2 configuration file supersede any corresponding settings
specified in the NetWorker resources that might be specified for the backup client.
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To configure the NMDB2 configuration file:

1. Create a configuration file, either from scratch manually or by extraction of
existing settings. “Extracting NMDB2 backup settings to a configuration file” on
page 92 gives details.

2. Set the NSR_SERVER parameter to the name of the NetWorker server used to
back up the client. This is the only mandatory parameter required for manual
backups.

Note: In a cluster environment, the NetWorker server must not be part of the cluster.

3. Some optional parameters that may be set for manual backups include:

e NSR_DATA_VOLUME_POOL
e NSR_DEBUG_FILE
e NSR_LIBNSRDB2_DEBUG_FILE

Only NSR_ parameters apply to manual backups.

Appendix A, “NMDB2 Configuration File and Parameters,” lists optional
parameters.

Additional features Manual backup can be performed with deduplication and multiple sessions:
+ “Configuring a deduplication backup” on page 33 gives details.

+ “Configuring a multiple session backup” on page 36 gives details.

Configuring a deduplication backup

Deduplication is a feature that removes duplicate data from backups. Chunks of
duplicate data on a client that have already been sent to backup storage are not sent
again.

To configure a deduplication NMDB2 backup:
1. Review the following sections:

e “Requirements for a deduplication backup” on page 33
® “Best practices for a deduplication backup” on page 34
2. Follow the configuration steps in the appropriate section:
e “Configure deduplication for a scheduled backup” on page 34

e “Configure deduplication for a manual backup” on page 35

Requirements for a deduplication backup
Ensure that the following requirements for deduplication backup are met:

+ The DB2 client operating system supports deduplication. The EMC Information
Protection Software Compatibility Guide on the Powerlink website provides details.

+ The NetWorker client and server releases support deduplication. The EMC
Information Protection Software Compatibility Guide on the Powerlink website
provides details.

o The Avamar server is installed and configured as a NetWorker deduplication
node. The NetWorker documentation provides details.

Configuring a deduplication backup “
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Wizard method

¢ The NMDB?2 user has monitor NetWorker privileges for backup and recovery.

# The NetWorker backup device, which receives only the backup metadata or a
hash ID during the NMDB2 deduplication backup, is configured as an advanced
file type device (AFTD). The NetWorker administration guide and release notes
provide details.

Best practices for a deduplication backup

Consider the following recommendations on when and how to use NMDB2
deduplication:

# Deduplication is most beneficial in a data warehouse environment, where the
data does not change frequently, such as where only a small percentage of data is
added to a database or is repeatedly updated.

¢ Deduplication is not recommended for DB2 incremental or delta backups.
Because only data blocks that have changed are backed up, this guarantees a low
rate of duplication and the benefit is likely to be insignificant.

Keep in mind the following guidelines for deduplication with NMDB2:

¢ Do not include a deduplication client in the same Group resource as
non-deduplication clients.

+ Do not use more than four backup sessions or “streams.” “Configuring a multiple
session backup” on page 36 gives details.

+ Do not use DB2 parallelism. If using the NMDB2 configuration file (nmdb2.cfg),
ensure the DB2_PARALLELISM parameter is not set.

+ Do not use DB2 backup compression. If using the NMDB2 configuration file
(nmdb2.cfg), ensure the DB2_OPTIONS parameter does not include
DB2BACKUP_COMPRESS.

¢ Once an Avamar server is chosen as the deduplication node for an initial full
backup of a client, continue to use that same node for all backups of the client, to
take advantage of the client deduplication information stored on the node.

¢ Schedule deduplication backups to avoid Avamar server read-only periods. An
Avamar server spends periods of time in maintenance mode, where it may be
unavailable for backup or have limited bandwidth.

Note: A deduplication NMDB2 backup that runs during such a maintenance period may
be suspended until the Avamar server resources become available.

The Avamar and NetWorker documentation provide more information on Avamar
server and NetWorker requirements for deduplication backups.

Configure deduplication for a scheduled backup

A scheduled deduplication backup may be configured with either the NetWorker
Client Backup Configuration Wizard or the NMC NetWorker application.

To configure a scheduled deduplication backup with the NetWorker Client Backup
Configuration Wizard, follow the instructions in “Configure a scheduled backup with
the wizard” on page 24.

On the Specify the Deduplication Options wizard page, apply these additional
settings:
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+ Select the attribute to enable deduplication.

+ Specify the hostname of the deduplication node (Avamar server) that will store
the deduplicated backup data.

Note: The deduplication node hostname must exactly match the hostname, including
domain, if used, that is configured as the deduplication node on the NetWorker server.

NMC NetWorker  To configure a scheduled deduplication backup with the EMC NetWorker application
method  (instead of the wizard), follow the instructions in “Configure a scheduled backup with
individual NMC settings” on page 25.

Apply these additional settings:
1. In the Client resource for the DB2 client, set the following attributes:

® Select the Deduplication Backup attribute, to enable deduplication.

e For the Deduplication Node attribute, specify the hostname of the
deduplication node (Avamar server) that will store the deduplicated backup
data.

Note: The deduplication node hostname must exactly match the hostname, including
domain, if used, that is configured as the deduplication node on the NetWorker server.

2. For normal operations, default settings should be used for cache usage and chunk
size. However, if for some reason non-default settings are required, the following
parameters may be modified with special care in the NMDB2 configuration file
(nmdb2.cfg):

e NSR_DEDUP_CACHE_ENABLED
e NSR_DEDUP_CHUNK_SIZE

& CAUTION

To prevent potential inconsistencies with restore operations, these parameters
should be changed from their default values only with input from EMC
NetWorker Customer Support.

Appendix A, “NMDB2 Configuration File and Parameters,” gives details on the
parameters.

Configure deduplication for a manual backup
To include deduplication in a manual backup:

1. Create a NetWorker Client resource (Deduplication Node resource) for the
Avamar deduplication server. This server does not require any NMDB2 software.

2. Set the following parameters in the NMDB2 configuration file (nmdb2.cfg) on the
DB2 server to enable deduplication and identify the Avamar server:

e NSR_DEDUP_BACKUP
e NSR_DEDUP_NODE

Appendix A, “NMDB2 Configuration File and Parameters,” gives details on the
parameters.
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Configuring a multiple session backup

The DB2 software allows backups to be done with multiple sessions (also known as
multiple streams, multiplexed, or multi-node). This technology extracts multiple
streams of data in parallel from a database and writes them in parallel to multiple
storage devices. This method can significantly enhance performance when a large
amount of data is backed up or restored.

To configure a DB2 multiple session backup:

1. Determine the number of available devices for the backup. This will be the
number of multiple sessions to use.

& CAUTION

Using a number of sessions greater than the number of devices can improve
backup performance but can adversely affect recovery performance.

2. On the NetWorker server:

a. Set the server backup parallelism to at least one more than the number of
multiple sessions to be used.

For example, if three sessions will be used, specify a value of 4 or greater for
the parallelism.

b. Set each applicable client to a parallelism at the same or more than the number
of sessions to be used.

For example, if three sessions will be used, specify a value of 3 or greater for
the parallelism.

c. Set each available device to one target session only.

This forces the multiple sessions to be distributed among all the available
devices, instead of using just one device.

& CAUTION

Avoid writing more than one session to a single device, especially a tape drive,
because this can severely affect recovery performance.

3. Specify the backup to use the number of sessions equal to the number of available
backup devices. There are various ways to do this:

e If the backup is configured with the NetWorker Client Backup Configuration
Wizard, specify the number of DB2 backup sessions on the Specify the Backup
Level and Type Options wizard page.

e Ifabackup uses a configuration file (nmdb2.cfg ), set the number of sessions in
the DB2_SESSIONS parameter.

¢ If a manual backup is run, specify the number of sessions by the open sessions
option in the command line, for example:

db2 backup db sample load /usr/lib/libnsrdb2.xx open 4 sessions
options @/pathname/nmdb2.cfg

where:
— sample is the name of the DB2 database
— xxis the platform-specific extension
— 4 is the number of sessions
— pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file.
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Performing Backups
and Deleting Backups

This chapter describes how to perform scheduled and manual NMDB2 backups and
how to delete backups.

This chapter does not describe how to perform DPF, transaction log, or snapshot
backups. These are described separately in later chapters.

This chapter includes the following sections:

o Performing scheduled backups.........ccccccoueuiiiiiiiiiiiiiiiirc e 38
o Performing manual backups .......ccccvvviiiiiiiiiiniicr e 39
# Deleting backups on both the DB2 server and NetWorker server....................... 40
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Performing scheduled backups

This section describes how to test, monitor, and cancel scheduled NMDB2 backups.

Test a scheduled backup

Scheduled backups are configured to run automatically according to their schedules.
However, after a scheduled backup has been configured, it should be tested.

Before testing, ensure the following:

# The NetWorker Client resource has been created with a properly configured save
set and backup command

# The Client resource has been assigned to a backup group

# The pre- and post-processing scripts are in place (optional).

To test a scheduled backup with the NetWorker Management Console (NMC):

1. Start the NMC program as the root user on UNIX, or as the administrator on
Microsoft Windows.

2. Select the appropriate NetWorker server to perform the backup.

3. Select the group to monitor for the test.

4. Select the scheduled backup to run for the group.

The NetWorker server backs up the clients at the level (for example, full) of the group.
The EMC NetWorker Administration Guide provides more information on NMC.

Monitor a scheduled backup

The NetWorker Management Console (NMC) provides a centralized view of all
backup and recovery activity throughout an entire enterprise, as well as operations
related to devices and libraries, and managed events that require user intervention.

To monitor a scheduled backup:
1. Open the NMC NetWorker application.
2. Select the backup group in the monitor view..

The Details window displays details of backups that are currently running,
successfully completed, or failed.

Note: For a deduplication backup, the NMC display shows the total size of the data prior to
deduplication, not the size of the deduplicated data. The display also does not indicate that the
data is for a deduplication backup.

The EMC NetWorker Administration Guide provides information on the NetWorker
Management Console.
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Cancel a scheduled backup
To cancel a scheduled backup in progress:
1. Open the NMC NetWorker application.
2. Select the backup group in the monitor view.

3. Right-click the group to stop and select Stop.

Note: If a backup is canceled before completion, none of the backed-up data may be
recoverable. To manually start a canceled backup process from the beginning, right-click the
group to start, and select Start. Ensure that the backup successfully completes without
interruption.

The EMC NetWorker Administration Guide provides details and instructions on how to
stop a group.

Performing manual backups

This section describes how to perform a manual NMDB2 backup and NetWorker
bootstrap backup, and also how to monitor, and cancel a manual NMDB2 backup.

Perform a manual backup
Before running a manual NMDB2 backup, ensure that:

¢ The required parameters are set in the NMDB2 configuration file.
+ The NetWorker Client resource has been created.
¢ The pre- and post-processing scripts are in place (optional).

To perform a manual backup:

1. On the DB2 client host, open a shell (UNIX systems) or the DB2 Command
Window (Microsoft Windows systems).

2. Type the backup command and options appropriate for the client operating
system as follows:
e UNIX:

$ db2 backup db sample load /usr/lib/libnsrdb2.xx options
@/pathname/nmdb2.cfg

® Microsoft Windows:

db2 backup db sample load
<drive>:\NetWorker Install_Directory\nsr\bin\
libnsrdb2.dll options @<drive>:\pathname\nmdb2.cfg

where:

* sample is the name of the database to be backed up

e xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX I1A64)
o pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file
(relative pathnames are not supported)
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® NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed.

IMPORTANT

Failover is not supported for manual backups. A failed backup must be manually
restarted. This ensures that corrupt backup data cannot be restored. “The backup
fails” on page 90 provides more information.

Perform a NetWorker bootstrap backup

Unlike scheduled backups, manual backups do not back up the NetWorker server
bootstrap and client file indexes, and this information, required for disaster recovery,
needs to be backed up manually. To ensure protection of this critical data, perform
scheduled backups of the NetWorker server on a regular basis.

IMPORTANT

If the NetWorker server bootstrap and client file indexes are not backed up, it may not
be possible to recover essential file and configuration data in the event of a disaster,
such as a disk crash or NetWorker server failure.

To manually print a copy of the server bootstrap and client file indexes, use the
following command on the NetWorker server:

savegrp -1 full -0 -P printer_name -c¢ client_name
where:

o printer_name is the name of the printer.
o client_name is the name of the DB2 client.

Chapter 8, “Disaster Recovery,” provides more information.

Monitor a manual backup

To monitor the status of manual backups, use the NetWorker Management Console
(NMC). The NMC displays the details of all current NetWorker server activities,
operations related to devices and libraries, and managed events that require user
intervention.

The EMC NetWorker Administration Guide provides more information.

Cancel a manual backup

To cancel a running NMDB2 backup, press either Ctrl+c, or the equivalent “attention”
key combination on the system.

Deleting backups on both the DB2 server and NetWorker server

Backups entries for databases or tablespaces may be deleted from both the DB2 server
and the NetWorker server with the db2 prune command. Deleting backup entries
might be necessary if the NetWorker index and DB2 recovery history files become
excessively large and the retention period is high.
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Note: The db2 prune command is not supported for deleting snapshot backups. “Delete
snapshots” on page 76 gives details.

To remove backup entries on both the DB2 server and the NetWorker server:

1. Ensure that the user who deletes the backups has Operate NetWorker, and all its
required privileges on the NetWorker server.

2. Set the DB2 database configuration VENDOROPT parameter to the pathname of
the NMDB2 configuration file (nmdb?2.cfg) for the database or tablespace whose
backups are to be deleted, for example:

db2 update db cfg for sample using vendoropt @/db/pathname/nmdb2.cfg
where:

* sample is the name of the database or tablespace whose backups are to be
deleted

* pathname/nmdb2.cfg is the full pathname of the configuration file (relative
pathnames are not supported)

3. Enable the automatic deletion of physical backup images and log files when the
db2 prune command is used, with the following command:

db2 update db cfg for sample using AUTO_DEL_REC_OBJ ON

where sample is the name of the database or tablespace whose backups are to be
deleted

Note: Without this step, the db2 prune command only removes entries in the DB2 history
file and does not remove the associated database backups and log files.

4. Remove unwanted backup entries with the db2 prune command.
For example:

S db2 connect to sample
S db2 prune history timestamp and delete
S db2 terminate

where:

e sample is the name of the database or tablespace whose backups are to be
deleted

o timestamp (in format yyyymmddhhmmss, with minimum yyyy) specifies
deletion of entries that are less than or equal to the timestamp value

Note: The prune command does not remove the most recent full backup entry regardless of
the timestamp value, unless with force option is included after the timestamp.

5. Inspect the DB2 history file and the NetWorker index to verify that the backup
objects have been removed:

Note: The NetWorker indexes may not update immediately.

¢ On the DB2 server, use the following command:
S db2 list history backup all for sample
* On the NetWorker server, use any one of the following commands:

nsrinfo -v -s nw_server name -n db2 -X all nw server
nsrinfo -n db2 nw_server
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mminfo -c¢ nw_server
where nw_server is the name of the NetWorker server.

The DB2 documentation provides more information on the db2 prune command as
well as configuration parameters that can be set to help maintain the backup history,
particularly REC_HIS_RETENTN and NUM_DB_BACKUPS.
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Data Restore and
Recovery

This chapter includes the following sections:

+ Restoring and recovering data ...........cccooeeviioiniiiiiiiiiccccce e 44
& Performing @ reCOVETY .......oiiiiiiiiiiei e 44
¢ Determining how many restore devices and sessions to US€ ..........cccoceevvicncnnee 48
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Restore and recover

The recovery
lifecycle

Restoring and recovering data

This chapter describes how to configure and perform DB2 data restore operations,
including how to redirect a restore to a different database name and/or instance, and
how to recover a database to a consistent state.

This chapter does not fully describe how to restore DB2 transaction log, DPF, or
snapshot backups. Additional details for these types of restore operations are
provided in the following sections.

+ “Recovering a database with rollforward of transaction logs” on page 54
+ “Restoring a DPF backup” on page 68
+ “Restoring a snapshot backup” on page 75

Unlike the NetWorker software, which uses the term recover for all backup retrieval
activities, this NetWorker Module software distinguishes between the restore and
recovery of a database:

# Restore means to retrieve individual datafiles from backup and store the files on
disk.

¢ Recover means to apply the backed up database updates, such as archived
transaction logs, to make the database consistent with a point in time, if necessary.

The lifecycle of a backup save set, during which the backup data may be recovered, is
defined by the following Client resource settings:

o The browse policy specifies when the client file index entry for the save set expires,
after which the save set is no longer readily available for quick recovery.

o The retention policy specifies when the media database entry, which records the
location of the save set, expires.

The EMC NetWorker Administration Guide and NMC online help provide details on
browse and retention policies.

Performing a recovery

The NMDB2 software can recover only databases or tablespaces that were backed up
with NMDB2 software on the NetWorker server.

All NMDB?2 recovery operations are performed manually on the DB2 server with the
DB2 command line interface (CLI) and require an NMDB2 configuration file
(nmdb2.cfg).

Appendix A, “NMDB2 Configuration File and Parameters,” describes how to create
and configure an NMDB2 configuration file.

Recover to the same instance

Use the following procedure to recover a database or tablespace for the following:

¢ Recover to the same database name under the same instance
¢ Recover to a different database name under the same instance

The data may be recovered either to the same or to a different DB2 server host.
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Create an NMDB2 configuration file (nmdb2.cfg) with the following parameters:

¢ NSR_SERVER — Set to the name of the NetWorker server for the client.
¢ NSR_CLIENT — Set to the name of the NetWorker client that was backed up.

e NSR_DATA_VOLUME_POOL — If the backup data was saved to a media
pool other than the default pool, then set this parameter to the appropriate
pool.

Note: The configuration file (also known as the options file) is multi-purpose. Any
parameters set in the file that are not required for an operation are ignored. For example,
the same configuration file may be used for manual, cluster, and DPF backups as well as
for restore operations.

Appendix A, “NMDB2 Configuration File and Parameters,” describes how to
create and configure an NMDB2 configuration file.

(Optional) If restoring the most recent backup of the database or tablespace, then
skip this step. Otherwise, if recovering the data to a particular point in time, note
the timestamp of the backup to restore.

If the timestamp of the backup is unknown, then find it by a query of all backups
with the following command:

S db2 list history backup all for sample

Where sample is the name of the database to be restored.

(Optional) If multiple sessions were used for the backup, note the number of
sessions used. This value will be specified as the open sessions value in the db2
restore command. “Determining how many restore devices and sessions to use”
on page 48 provides details.

(Optional) To redirect the restored data to a different DB2 server host (NetWorker
client), other than the original host, modify the NetWorker Client resource as
follows:

Note: This step is used, for example, in disaster recovery, where the original DB2 server
host (NetWorker client) is unavailable, and the data is to be recovered to a different host
instead. Chapter 8, “Disaster Recovery,” provides more details.

a. Run the NMC NetWorker application and open the NetWorker Client
resource for the client that was backed up.

b. Set the Remote Access attribute to the fully qualified domain name of the
target DB2 server host (NetWorker client).

On the DB2 server host (NetWorker client) where the data is to be restored, type
the DB2 restore command appropriate for the operating system as follows:

e UNIX:
$ db2 restore db sample load /usr/lib/libnsrdb2.xx open sessions n
options @/pathname/nmdb2.cfg taken at yyyymmddtttt into sampleZ2

®  Microsoft Windows:

S db2 restore db sample load

<drive>:\NetWorker_ Install_Directory\nsr\bin\libnsrdb2.d1l1l
open sessions n options @<drive>:\pathname\nmdb2.cfg taken at
yvyyymmddtttt into sampleZ2

where:

* sample is the name of the database to be restored
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¢ xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX 1A64)
* 1 is the number of restore sessions, if multiple sessions were used for the
backup. This may be a value from 1 to the number determined in step 3.

Note: Use only one restore device per restore session.

o pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file
(relative pathnames are not supported)

* yyyymmddtttt is the timestamp of the backup to recover, as noted in step 2.

If restoring only the most recent backup of a database or tablespace, skip the
taken at parameter.

* sample? is the new name of the database, if restoring to a different database
name.

If restoring the database to its original database name, skip the into parameter.

e NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed.

6. If the data was restored to a new host, ensure the new host is properly specified as
a NetWorker Client resource.

The DB2 documentation provides more information about the db2 restore command.

Recover to a different instance

Use the following procedure to recover a database or tablespace for the following:

# Recover to the same database name under a different instance
+ Recover to a different database name under a different instance

The data may be recovered either to the same or to a different DB2 server host.

1. Create an NMDB2 configuration file (nmdb2.cfg) with the following parameters:
* NSR_SERVER — Set to the name of the NetWorker server for the client.
e NSR_CLIENT — Set to the name of the NetWorker client that was backed up.

¢ NSR_DATA_VOLUME_POOL — If the backup data was saved to a media
pool other than the default pool, then set this parameter to the appropriate
pool.

Note: The configuration file (also known as the options file) is multi-purpose. Any
parameters set in the file that are not required for an operation are ignored. For example,
the same configuration file may be used for manual, cluster, and DPF backups as well as
for restore operations.

Appendix A, “NMDB2 Configuration File and Parameters,” describes how to
create and configure an NMDB2 configuration file.

2. (Optional) If restoring the most recent backup of the database or tablespace, then
skip this step. Otherwise, if recovering the data to a particular point in time, note
the timestamp of the backup to restore.

If the timestamp of the backup is unknown, then find it by a query of all backups
with the following command:
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S db2 list history backup all for sample
Where sample is the name of the database to be restored.

3. (Optional) If multiple sessions were used for the backup, note the number of
sessions used. This value will be specified as the open sessions value in the

generated redirection script. “Determining how many restore devices and
sessions to use” on page 48 provides details.

4. On a DB2 server, generate a redirection script from the instance that backed up
the database. Use the appropriate command for the operating system as follows:

e UNIX:

S db2 restore db sample load /usr/lib/libnsrdb2.xx options
@/pathname/nmdb2.cfg redirect generate script
/pathname/my_redirect.ddl

¢ Microsoft Windows:

S db2 restore db sample load <drive>:\NetWorker_ Install_Directory
\nsr\bin\libnsrdb2.dll options @/pathname/nmdb2.cfg
redirect generate script <drive>:\pathname\my redirect.ddl

where:

e sample is the name of the database to be restored

¢ xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX IA64)
o pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file
* pathname/my_redirect.ddl is the full pathname of the generated redirect script

® NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed.

Note: Ensure that the new instance has read and write permission to the script.

The DB2 Data Recover and High Availability Guide provides more information.

5. Grant the new instance (for example, db2inst2) permission to restore the
database, as follows:

a. Run the NMC NetWorker application and open the NetWorker Client
resource for the client that was backed up.

b. In the Application Information attribute specify the following:
DB2_R=sample:db2instl:db2inst2:
where:

— sample is the database name

— db2inst1 and db2inst2 are the names of the instances permitted to restore the
database, in this example the old (db2inst1) and new (db2inst2) instances

Note: Separate each instance with a colon (:) and insert a colon after the last
instance.

6. Edit the generated script and define the following parameters, as required:

* options (required) is the full pathname of the NMDB2 configuration file

* on (required) is the full pathname of the new database instance
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* into is the new database name, if redirecting the recovery to a new name

* taken at is the timestamp of the backup to recover, yyyymmaddtttt, if restoring
the data to a particular point in time, as noted in step 2.

* open sessions is the number of restore sessions, if multiple sessions were used
for the backup, as determined in step 3. Use only one restore device per restore
session.

For example:

OPTIONS ‘@/bigspace/home/db2inst2/nmdb2.cfg’
ON ‘/bigspace/home/db2inst2’

INTO sample?2

Note: If DMS tablespaces were created with the backup, you may need to set the set
tablespace containers parameter to the appropriate value.

The DB2 Data Recover and High Availability Guide provides more information.

(Optional) To redirect the restored data to a different DB2 server host (NetWorker
client), other than the original host, modify the NetWorker Client resource as
follows:

Note: This step is used, for example, in disaster recovery, where the original DB2 server
host (NetWorker client) is unavailable, and the data is to be recovered to a different host
instead. Chapter 8, “Disaster Recovery,” provides more details.

a. Run the NMC NetWorker application and open the NetWorker Client
resource for the client that was backed up.

b. Inthe Remote Access attribute, specify the fully qualified domain name of the
target DB2 server host (NetWorker client).

On the DB2 server host (NetWorker client), under the redirected different instance,
where the data is to be restored, run the redirection script as follows:

$ db2 -tvf my redirect.ddl
where: my_redirect is the name of the generated redirection script.

If the data was restored to a different host, ensure the new host is properly
specified as a NetWorker Client resource.

The DB2 Data Recover and High Availability Guide provides further information on data
recovery to a different database instance.

Determining how many restore devices and sessions to use

If multiple devices and multiple sessions were used to perform a backup, use the
same number of devices and sessions for the restore operation.

CAUTION

Restore with only one session per device. Restoring with multiple sessions per
device can severely affect recovery performance.

To determine the number of sessions that were used for the backup, use the nsrinfo
command as follows:

# nsrinfo -s server -n db2 -X all client |grep sample
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where:

e server is the NetWorker server hostname
e client is the NetWorker client hostname
* sample is the name of the database

For example:

# nsrinfo -s wideload -n db2 -X All wideload | grep -i SAMPLE

version=1, DB2, objectname=/SAMPLE/NODE0O0O0O
/DB_BACKUP.20090224151150.3, createtime=Tue Feb 24 15:11:52 2009,
copytype=BSACopyType_BACKUP, copyId=1235506312.1235506313,
restoreOrder=1235506312.1, objectsize=0.0, resourcetype=database,
BSAObjectType DATABASE, BSAObjectStatus_ACTIVE,
description=NMDB2_v40:DB2_v950:FULL_BACKUP:SAMPLE:TNE,
objectinfo=db2instl:3

version=1, DB2, objectname=/SAMPLE/NODE000O
/DB_BACKUP.20090224151150.2, createtime=Tue Feb 24 15:11:51 2009,
copytype=BSACopyType_BACKUP, copyId=1235506311.1235506312,
restoreOrder=1235506311.1, objectsize=0.0, resourcetype=database,
BSAObjectType_DATABASE, BSAObjectStatus_ACTIVE,
description=NMDB2_v40:DB2_v950:FULL_BACKUP:SAMPLE:TNE,
objectinfo=db2instl:3

version=1, DB2, objectname=/SAMPLE/NODE000O
/DB_BACKUP.20090224151150.1, createtime=Tue Feb 24 15:11:50 2009,
copytype=BSACopyType_BACKUP, copyId=1235506310.1235506311,
restoreOrder=1235506310.1, objectsize=0.0, resourcetype=database,
BSAObjectType DATABASE, BSAObjectStatus_ACTIVE,
description=NMDB2_v40:DB2_v950:FULL_BACKUP:SAMPLE:TEQ,
objectinfo=db2instl:3

The objectinfo value shows the number of sessions, for example:
objectinfo=db2instl:3
where:

¢ db2instl is the name of the database instance that was backed up
* 3is the number of sessions that were used for the backup

Thus a restore operation for this example would use three sessions and three devices
with one session per device.

“Configuring a multiple session backup” on page 36 provides details on multiple
sessions.

Determining how many restore devices and sessions to use “
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DB2 Transaction Log

Backups and
Roliforward Recovery

This chapter describes how to use DB2 functionality for transaction log backups and
rollforward recovery within the NetWorker environment.

This chapter includes the following sections:

@ Transaction 1OZS ... 52
+ Configuring backups of transaction logs for rollforward recovery..................... 52
# Recovering a database with rollforward of transaction 1ogs .........c.cccocevevvviencncace. 54
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Transaction logs

All DB2 databases have transaction logs associated with them. These logs keep
records of changes made to databases between full backups.

The DB2 software provides two types of transaction logging, “circular logging” and
“archive logging:”

+ Circular logging is the default behavior when a new DB2 database is created.

With this type of logging, the transaction logs are deleted with each full backup
and only full backups may be restored. Only full, offline backups of databases are
allowed. This method is not used with any NMDB2 operations.

Archive logging is used specifically for online backups and rollforward recovery.
With this type of logging, the transaction logs are retained as archive logs. This
allows a database or tablespace to be restored to a specific point in time by
“rolling forward” through the transaction logs in sequence until the specified
point.

Configuring backups of transaction logs for roliforward recovery

By default, the NMDB2 program does not back up DB2 transaction log files.
However, this DB2 functionality may be integrated into the NMDB2 backup process,
by using a special configuration file, as described in this section.

To configure NMDB2 backups of DB2 transaction logs:

1.

Create a special configuration file, which will save DB2 transaction log files to the
NetWorker server. This configuration file could be named, for example:

nmdb2_tlogs.cfg

Appendix A, “NMDB2 Configuration File and Parameters,” describes the syntax
and parameters that can be used in this file.

a. The NSR_SERVER parameter is required. Set this parameter to the name of the
NetWorker server used to back up the database on the client.

b. If the configuration file is for a cluster environment, add the NSR_CLIENT
parameter, which is typically set to the cluster virtual hostname.

Note: In a cluster environment, the NetWorker server must not be part of the cluster.

The following is a simple example of the contents of a configuration file for
transaction log backups:

NSR_SERVER=TURBO
NSR_LOG_VOLUME_POOL=Default

If deduplication is required, enable this feature as follows:

a. Create a NetWorker Client resource (Deduplication Node resource) for the
Avamar deduplication server. This server does not require NMDB2 software.

b. Set the following parameters in the NMDB2 configuration file (nmdb2.cfg) on
the DB2 server to enable deduplication and identify the Avamar server:

— NSR_DEDUP_BACKUP
— NSR_DEDUP_NODE

“Configuring a deduplication backup” on page 33 provides information on
deduplication backups.
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3. To enable automatic backup of transaction logs when they become full, configure
the database with the command and options appropriate for the client operating
system as follows:

e UNIX:

S db2 update db cfg for sample using
logarchmethl VENDOR: /usr/lib/libnsrdb2.xx
logarchoptl @/pathname/nmdb2_tlogs.cfg

® Microsoft Windows:

$ db2 update db cfg for sample using

logarchmethl VENDOR: <drive>:\NetWorker Install_Directory\nsr\
bin\libnsrdb2.d1l1l

logarchoptl @\pathname\nmdb2_tlogs.cfg

where:

* sample is the name of the database to be backed up

¢ xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX IA64)
o pathname/nmdb2_tlogs.cfg is the full pathname of the configuration file (relative
pathnames are not supported)

® NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed.

4. Once the previous steps are completed, manually perform a full backup of the
database.

IMPORTANT
An initial full backup of the database is required.

To perform a full backup, type the command and options appropriate for the
client operating system as shown in the following examples:

e UNIX:

S db2 backup db sample load /usr/lib/libnsrdb2.xx
options @/pathname/nmdb2.cfg

e  Microsoft Windows:

S db2 backup db sample load
<drive>:\NetWorker Install_Directory\nsr\bin\libnsrdb2.dll
options @<drive>:\pathname\nmdb2.cfg

where:
* sample is the name of the database to be backed up

e xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX I1A64)
* pathname/nmdb2.cfg is the full pathname of the configuration file (relative
pathnames are not supported)

e NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed.

The DB2 documentation provides additional details on the db2 backup
command.

Configuring backups of transaction logs for rollforward recovery n
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Recovering a database with rolliforward of transaction logs

The restore and recovery of a DB2 database or tablespace by rollforward of DB2
transaction logs may be done in any of three ways, as follows:

+ “Recover a database with stored transaction logs method” on page 54
+ “Recover a database with fetched logs method” on page 55
& “Recover a database with the DB2 recover command” on page 56

Recover a database with stored transaction logs method

The conventional DB2 method of rollforward recovery of a restored database applies
the transaction logs that are stored on the backup media.

Note: In order to use rollforward recovery, the NMDB2 program must have backed up DB2
transaction logs. “Transaction logs” on page 52 provides details.

1. Use the db2 restore command and options appropriate for the host operating
system to restore the full backup of the database or tablespace. “Performing a
recovery” on page 44 provides more details.

The following are simple examples:

e UNIX:

S db2 restore db sample load /usr/lib/libnsrdb2.xx
options @/pathname/nmdb2.cfg

e  Microsoft Windows:

S db2 restore db sample load
<drive>:\NetWorker Install_Directory\nsr\bin\
libnsrdb2.dll options @<drive>:\pathname\nmdb2.cfg

where:
* sample is the name of the database or tablespace to be restored

e xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX I1A64)
* pathname/nmdb2.cfg is the full pathname of the configuration file (relative
pathnames are not supported)

e NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed

Note: If the restored database or tablespace contains the needed data, then the recovery
procedure is complete. Rollforward updates of the restored data, described in the next
step, will not be necessary.

2. Complete the recovery by updating the database with the transaction logs.
To apply all transactions to the end of the logs, use the following command:
S db2 “rollforward db sample to end of logs and complete”
To apply all transactions to a specific point in time, use the following command:
S db2 “rollforward db sample to yyyy-mm-dd.hh.mm.ss using local time”

The DB2 documentation provides additional details on the db2 restore and db2
rollforward commands.
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The “fetched logs” method of rollforward recovery of a database offers convenience
and speed. It uses a local copy of the DB2 transaction logs, which is retrieved or
“fetched” from the NetWorker server. This method facilitates the selection of specific
logs to apply to the recovery, and can be faster than the conventional method of using
transaction logs stored on the backup media, especially tape media.

Note: In order to use rollforward recovery, the NMDB2 program must have backed up DB2
transaction logs. “Transaction logs” on page 52 provides details.

1. Use the DB2 restore command and options appropriate for the host operating
system to restore the full backup of the database or tablespace. “Performing a
recovery” on page 44 provides more details.

The following are examples:

e UNIX:
S db2 restore db sample load /usr/lib/libnsrdb2.xx
options @/pathname/nmdb2.cfg

®  Microsoft Windows:

S db2 restore db sample load
<drive>:\NetWorker Install_Directory\nsr\bin\
libnsrdb2.dll options @<drive>:\pathname\nmdb2.cfg

where:
e sample is the name of the database or tablespace to be restored

e xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX I1A64)
* pathname/nmdb2.cfg is the full pathname of the configuration file (relative
pathnames are not supported)

e NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed.

Note: If the restored database or tablespace contains the needed data, then the recovery
procedure is completed. Roll-forward updates of the restored data, described in the next
steps, will not be necessary.

2. Run the nsrdb2rlog command to retrieve or “fetch” a copy the DB2 transaction
logs from the NetWorker server to a local file.

Note: To list the logs on the NetWorker server, use the nsrinfo command.

For example, to retrieve all the transaction logs for a database, to the end of its
logs, use the following command:

$ nsrdb2rlog -s server -a sample -4 destination dir

where:
e server is the name of the host on which the database resides.

* sample is the name of the database that the logs belong to.
® destination dir is the directory where the log files are to be recovered.

The NMDB2 nsrdb2rlog man page and the EMC NetWorker Module for DB2
Command Reference Guide provide additional details of this command.

Recovering a database with rollforward of transaction logs ﬂ
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3. Complete the recovery by updating the database with the retrieved transaction
logs.

To apply all transactions to the end of the logs, use the following command:

S db2 rollforward db sample to end of logs and complete
overflow log path (c:\log path)

To apply all transactions to a specific point in time, use the following command:

S db2 rollforward db sample to yyyy-mm-dd.hh.mm.ss using local time
overflow log path (c:\log path)

Where, in both of these examples:
* yyyy-mm-dd.hh.mm.ss is the date and time format

e c:\log_path is the full pathname of the retrieved transaction log file stored
locally on the DB2 host.

The DB2 documentation provides additional details on the db2 restore and db2
rollforward commands.

Recover a database with the DB2 recover command

The DB2 recover command combines the functions of the DB2 restore and
rollforward commands. With this command, a backed-up database or tablespace
may be restored complete with the transaction logs applied to a specified point in
time.

1. Set the DB2 database configuration VENDOROPT parameter to the pathname of
the NMDB2 configuration file (nmdb2.cfg) for the database to be recovered, for
example:

db2 update db cfg for sample using vendoropt @/db/pathname/nmdb2.cfg

where:

— sample is the name of the database or tablespace to be recovered

—  pathname/nmdb2.cfg is the full pathname of the configuration file (relative
pathnames are not supported)

2. Use the DB2 recover command and options appropriate for the host operating
system to recover the database or tablespace to the end of the logs or to a specific
point in time. The following are examples:

e UNIX:
— To apply all transactions to the end of the logs, use the following
command:

S db2 recover db sample load /usr/lib/libnsrdb2.xx

options @/pathname/nmdb2.cfg to end of logs and complete
— To apply transactions to a specific point in time, use the following

command:

S db2 recover db sample load /usr/lib/libnsrdb2.xx

options @/pathname/nmdb2.cfg to yyyy-mm-dd.hh.mm.ss using
local time

e  Microsoft Windows:

— To apply all transactions to the end of the logs, use the following
command:
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S db2 recover db sample load
<drive>:\NetWorker_Install_Directory\nsr\bin\
libnsrdb2.dll options @<drive>:\pathname\nmdb2.cfg
to end of logs and complete

— To apply transactions to a specific point in time, use the following
command:
S db2 recover db sample load
<drive>:\NetWorker Install_Directory\nsr\bin\
libnsrdb2.dll options @<drive>:\pathname\nmdb2.cfg
to yyyy-mm-dd.hh.mm.ss using local time

where:

* sample is the name of the database or tablespace to be backed up
¢ xx is the platform-specific extension:
- o (AIX)
- sl (HP-UX)
— so (Linux, Solaris, and HP-UX IA64)
o pathname/nmdb2.cfg is the full pathname of the configuration file (relative
pathnames are not supported)
* yyyy-mm-dd.hh.mm.ss is the date and time format

e NetWorker_Install_Directory is the path on Microsoft Windows systems where
the NetWorker software has been installed.

The DB2 documentation provides additional information on the db2 recover
command.

Recovering a database with rollforward of transaction logs
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Cluster and DPF
Environments

This chapter describes how to configure cluster clients and DB2 Database Partitioning
Feature (DPF) environments for NMDB2 backups.

This chapter includes the following sections:

@ ClUSEET @NVITONIMEONES ...ooiiviiiiieciiieeieeeeee ettt ettt e e e e eae e eateeeaseeaeeesreeeneeenes 60
@ DPF @NVITONIMEINES ..ooeiiiiiiiieei ettt ettt ettt eeeeete e e e eee e e e e e eeetareeeeeetaraeeeeeessraaeeeens 62
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Figure 3

Cluster environments

A computer cluster is a group of linked computers that work closely together and in
many respects may function as a single computer. Clusters are usually implemented
for high availability (HA) solutions, or to improve computer performance.

The NMDB2 software supports IBM (HACMP), HP, and Sun cluster configurations.
An NMDB?2 configuration file (nmdb2.cfg) is required to back up cluster
configurations.

The EMC Information Protection Software Compatibility Guide provides details on
supported cluster environments.

Cluster configurations for high availability (HA)

High-availability clusters (also known as failover clusters) provide redundant
computing nodes that ensure the continuous availability of service when component
systems fail. Usually, an HA cluster consists of two nodes, an active node and a
passive node, which provides minimum redundancy.

Cluster nodes are configured as partitions on the DB2 clients, but all nodes use a
single virtual hostname. The NMDB2 software backs up the data from the client
computers in the cluster and stores it under the single virtual hostname for the
cluster.

The following figures illustrate examples of supported cluster configurations:

+ Figure 3, “Single DB2 node with failover capability (active/passive)”
+ Figure 4, “Multiple DB2 nodes with failover capability (active/passive)”
+ Figure 5, “Multiple DB2 nodes with mutual failover capability (active/active)”
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DB2 Node 0 | > DB2 Node 0

(ACTIVE) (PASSIVE)

GEN-001079

Single DB2 node with failover capability (active/passive)

n EMC NetWorker Module for DB2 4.0 Administration Guide



Cluster and DPF Environments

Storage Disk
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Figure 4 Multiple DB2 nodes with failover capability (active/passive)
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Figure 5 Multiple DB2 nodes with mutual failover capability (active/active)

Configure a cluster backup

In a cluster environment, a separate backup client must be created for each physical
and virtual hostname. For example, a single virtual host may represent four physical
hosts in a cluster.

Cluster backups may be configured differently for the different supported versions of
DB2 databases, as follows:

+ Insupported DB2 version 9.1.x cluster environments, the same database cannot be
backed up at the same time from each of the cluster nodes, but must be done in
sequence. When the backup runs, the next host in the cluster group displays the
following message:

The database is still in use

Cluster environments “
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¢ Insupported DB2 version 9.5 and later cluster environments, a single NetWorker
Client resource, Group resource, and NMDB2 configuration file may be used to
back up the cluster nodes.

Note: Both manual and scheduled cluster backups must use an NMDB2 configuration file
(nmdb2.cfg).

To configure a cluster backup:

1. Ensure the cluster is properly set up according to the appropriate DB2
documentation.

Note: The NetWorker server must be remote and not a part of the cluster environment.

2. Create cluster clients and an NMDB2 configuration file (nmdb?2.cfg).

Note: The NetWorker Client Backup Configuration Wizard may be used to create cluster
clients and extract an editable configuration file. “Extracting NMDB2 backup settings to a
configuration file” on page 92 provides details.

For each physical host in the cluster, and for the virtual host created for the
cluster, in the NetWorker Client resource, set only the following attributes:

* Application Information
e Save Set

¢ Remote Access

¢ Backup Command

The Backup Command attribute must be set to nsrdb2sv -f /pathname/nmdb2.cfg
It must specify the lower case -f option and the name of the configuration file.

“Client resource” on page 26 provides further details.

3. In the NMDB2 configuration file (nmdb2.cfg), set the NSR_CLIENT parameter to
the virtual hostname of the NetWorker client to use for the cluster backup.

4. Set the NetWorker server or device parallelism to 1.

Example 1 DB2 cluster client configuration for the virtual hostname

The following is an example of a cluster client configuration.

Save set: DB2:/SAMPLE/NODE0001

Remote access: db2inst@uirtualhostname.com

Backup command: nsrdb2sv -f /pathname /nmdb2.cfg
Group: db2group

DPF environments

The DB2 Database Partitioning Feature (DPF) offers environments where a single
database, divided by logical nodes, may reside on multiple partitions, either on the
same host or on multiple hosts. Partitioned databases can manage high volumes of
data and provide benefits such as increased performance and high availability.

Note: Both manual and scheduled DPF backups must use an NMDB2 configuration file
(nmdb2.cfg).
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Figure 7

Cluster and DPF Environments

DPF backups with DB2 version 9.5 may be configured differently than with previous
versions of DB2.

The following figures illustrate examples of supported DPF configurations:

+ Figure 6, “Single DPF host with shared memory”
+ Figure 7, “Two DPF hosts with single nodes”
+ Figure 8, “Two DPF hosts with multiple nodes”

Database instance

N\ 4
Database partition Database partition
Shared memory or

Logical node 0 fast interconnect Logical node 1

J -

GEN-001082

Single DPF host with shared memory

If all database nodes reside in partitions on a single physical host that runs one copy
of the operating system, then a scheduled backup requires the following
configuration:

Supported DB2 9.1.x versions — Configure only one NetWorker Client resource,
one Group resource, and one NMDB2 configuration file (nmdb2.cfg).

Supported DB2 9.5 and later versions — Configure only one NetWorker Client
resource, one Group resource, and one NMDB2 configuration file (nmdb2.cfg).

Host 1 Database instance Host 2

Database partition Database partition
Interconnect

Logical node 0 J Logical node 1

GEN-001083

Two DPF hosts with single nodes

If the database nodes reside in partitions on separate physical hosts, then a scheduled
backup requires the following configuration:

Supported DB2 9.1.x versions — Configure a separate Client resource and NMDB2
configuration file (nmdb2.cfg) for each partition. The partition with NODEQ00O (the
Catalog node) must have its own Group resource and be backed up first. All other
clients must be members of the same Group resource.

Supported DB2 9.5 and later versions — Configure only one Client resource, Group
resource, and NMDB2 configuration file.
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Host 1 Database instance Host 2

Database partition Database partition
Interconnect

== ==
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Figure 8 Two DPF hosts with multiple nodes

If multiple DPF nodes reside in partitions on separate hosts, then a scheduled backup
requires the following configuration:

Supported DB2 9.1.x versions — Configure a separate Client resource and NMDB2
configuration file (nmdb2.cfg) for each partition. The partition with NODEOOOO (the
Catalog node) must have its own Group resource and be backed up first. All other
clients must be members of the same Group resource.

Supported DB2 9.5 and later versions — Configure only one Client resource, Group
resource, and NMDB2 configuration file.

Manual backup in a DPF environment

DPF backups with NMDB2 must use a NMDB2 configuration file (nmdb2.cfg), which
resides on the DB2 server. The following procedures are for a manual DPF backup
with a partitioned database that resides on two host DB2 servers.

Configure a manual DPF backup

Configure a manual backup of a DPF database that resides on two host DB2 servers
(Host 1 and Host 2) as follows:

1. Ensure the DPF database partitions are properly configured according to the
appropriate DB2 documentation.

2. Create an NMDB2 configuration file (nmdb2.cfg) in the database instance
directory. The following parameters must be set:

* NSR_SERVER — The name of the NetWorker server
® NSR_CLIENT — The name of the host with the database catalog node
partition (NODEQ000)

Note: Setting NSR_CLIENT allows NetWorker to store all the nodes under the same index.
Otherwise there would be two nodes for Host 1 and two nodes for Host 2.

3. Use the NMC NetWorker application (Configuration > Clients) to create a
NetWorker Client resource for both Host 1 and Host 2.

In the properties of each of these clients, set Remote Access to: *e*

Run a manual DPF backup for DB2 9.1.x versions

Run a manual DPF backup for supported DB2 9.1.x versions with the following
command:

db2_all “db2 backup db sample load /usr/lib/libnsrdb2.xx options
@/pathname/nmdb2.cfg
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where:

* sample is the name of the database to be backed up
¢ xx is the platform-specific extension
* pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file

Run a manual DPF backup for DB2 9.5.x versions

Supported DB2 9.5 versions enable a DPF backup of either all partitions or of specific
partitions only, as follows:

ackup sample on a partitionnums oa usr 1 ibnsr « XX
To back up all db2 backup db 1 11 db iti load /usr/lib/libnsrdb2
partitions: options @/pathname/nmdb2.cfg

where:

* sample is the name of the database to be backed up
¢ xx is the platform-specific extension
* pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file

To back up specific db2 backup db sample on dbpartitionnums (1,3...) load
partitions: /usr/1lib/1libnsrdb2.xx options @/pathname/nmdb2.cfg

where:

sample is the name of the database to be backed up

1, 3... are numerical values of each partition to back up (for example, 1 and 3 )
xx is the platform-specific extension

pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file

Scheduled backup in a DB2 9.1.x DPF environment

Supported DB2 9.1.x DPF scheduled backups with NMDB2 must use an NMDB2
configuration file (nmdb2.cfg), which must reside on the host with the database
catalog node partition (NODEO0000). In the example used in the following procedures,
a database partitioned into four nodes resides on two host DB2 servers.

Configure a scheduled DPF backup in a DB2 9.1.x environment
Configure a scheduled backup of a supported DB2 9.1.x DPF database that resides on
two host DB2 servers (for example, host1 and host2) as follows:

1. Ensure the DPF database partitions are properly configured according to the
appropriate DB2 documentation.

2. Create an NMDB2 configuration file (nmdb2.cfg) in the database instance
directory.

Note: The NetWorker Client Backup Configuration Wizard may be used to create
NetWorker clients and extract an editable configuration file. “Extracting NMDB2 backup
settings to a configuration file” on page 92 provides details.

The configuration file should contain the following values:

e NSR_SERVER is the name of the NetWorker server

¢ NSR_CLIENT is the name of the client with the DPF client partition
(NODEO0000)

e INSTHOME is the pathname of the DB2 instance home directory
e DB2 NODE_NAME is the name of the DB2 instance
e DB2_USR is the name of the DB2 user

DPF environments n
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e DB2_OPTIONS is either DB2BACKUP_ONLINE or DB2BACKUP_OFFLINE

Note: If the DPF partitions are configured as a cluster, DPF backups may be performed
offline only and the DB2_OPTIONS parameter must be set to DB2BACKUP_OFFLINE.

Encrypt a DB2 user password with the nsrdb2sv -f -P command. “DB2 password
encryption” on page 28 gives details.

Use the NMC NetWorker application to create two NetWorker Group resources,
one of which is scheduled to start a backup before the other.

For example: dpf_groupl and dpf_group?2
where: dpf_groupl starts before dpf_group?2.

Use the NMC NetWorker application to create a NetWorker Client resource for
the database host that has the DPF client partition (NODEQ0QO), for example:

Name: host1

Save Set: DB2:/sample/NODE0000

Group: dpf_groupl

Backup Command: nsrdb2sv -f pathname/nmdb2.cfg
Remote Access: *@*

Note: The group for the DPF client partition (NODEQ000) must be scheduled to run before
the other partitions.

Use the NMC NetWorker application to create a second NetWorker Client resource
for the database host that has the database catalog node partition (NODE000O),
except with a Save Set for the other nodes on that host, for example:

Name: host1

Save Set: DB2:/sample/NODE0003

Group: dpf_group?2

Backup Command: nsrdb2sv -f pathname /nmdb2.cfg
Remote Access: *@*

Use the NMC NetWorker application to create a NetWorker Client resource for
the other database host (host2), which does not have the database catalog node
partition, for example:

Name: host2

Save Set: DB2:/sample/NODE0001 DB2:/sample/NODE0002
Group: dpf_group?2

Backup Command: nsrdb2sv -f pathname /nmdb2.cfg
Remote Access: *@*

If the DPF partitions are configured as a cluster, set the NetWorker server or
device parallelism to 1.

Scheduled backup in a DB2 9.5.x DPF environment

With supported DB2 9.5.x versions, a new parameter, DB2_PARTITION_LIST,
enables multiple partitions to be backed up at the same time. Scheduled backups that
are run with NMDB2 version 4.0 software can use this new functionality.

DPF scheduled backups must use a NMDB2 configuration file (nmdb2.cfg), which
must reside on the host with the DPF client partition. In the example used in the
following procedures, a database partitioned into four nodes resides on two host DB2
servers.
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Configure a scheduled DPF backup in a DB2 9.5.x environment

Configure a scheduled backup of a supported DB2 9.5.x DPF database that resides on
two host DB2 servers (for example, host1 and host2) as follows:

1.

Cluster and DPF Environments

Ensure the DPF database partitions are properly configured according the
appropriate DB2 documentation.

Create an NMDB2 configuration file (nmdb2.cfg) in the database instance
directory.

Note: The NetWorker Client Backup Configuration Wizard may be used to create
NetWorker clients and extract an editable configuration file. “Extracting NMDB2 backup
settings to a configuration file” on page 92 provides details.

The configuration file should contain the following values:

e NSR_SERVER is the name of the NetWorker server

e NSR_CLIENT is the name of the client with the database catalog node
partition (NODEO0000)

¢ INSTHOME is the pathname of the DB2 instance home directory
e DB2_NODE_NAME is the name of the DB2 instance
e DB2 USR is the name of the DB2 user
e DB2_OPTIONS is either DB2BACKUP_ONLINE or DB2BACKUP_OFFLINE
e DB2_PARTITION_LIST is set as follows:
— To backup all the DPF partitions, set to: all

— To back up specific DPF partitions only, specify the partitions in a comma
separated list, for example:

DB2_PARTITION_LIST=0,1,3

Note: If the DPF partitions are configured as a cluster, DPF backups may be performed
offline only and the DB2_OPTIONS parameter must be set to DB2BACKUP_OFFLINE.

Encrypt a DB2 user password with the nsrdb2sv -f -P command. “DB2 password
encryption” on page 28 gives details.

Only one Group resource is required. Use the NMC NetWorker application to
create a Group resource, for example, dpf_groupl.

Use the NMC NetWorker application to create a NetWorker Client resource for
the database host (host1) that has the DPF client partition (NODEO0000), for
example:

Name: host1

Save Set: DB2:/sample/NODE0000

Group: dpf_groupl

Backup Command: nsrdb2sv -f pathname /nmdb2.cfg
Remote Access: *@*

Use the NMC NetWorker application to create a NetWorker Client resource for
the other database host (host2), for example:

Name: host2

Save Set: DB2:/sample/NODE0001

Group: dpf_group?2

Backup Command: nsrdb2sv -f pathname/nmdb2.cfg
Remote Access: *@*

DPF environments
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7. If the DPF partitions are configured as a cluster, set the NetWorker server or
device parallelism to 1.

When the scheduled backup runs, the partitions specified in the
DB2_PARTITION_LIST will be backed up.

Restoring a DPF backup

To restore a DPF backup, restore the DPF client partition first, then all the other
partitions of the database. On one of the database partitions, use the commands for
each specified database partition, as shown in the following example:

db2_all
options
db2_all
options
db2_all
options
db2_all
options

where:

L 2R JBR 2R 4

“<<+0< db2 restore database sample load /usr/lib/libnsrdb2.xx
@/pathname/nmdb2.cfg replace existing”
“<<+1< db2 restore database sample load /usr/lib/libnsrdb2.xx
@/pathname/nmdb2.cfg replace existing”
“<<+2< db2 restore database sample load /usr/lib/libnsrdb2.xx
@/pathname/nmdb2.cfg replace existing”
“<<+3< db2 restore database sample load /usr/lib/libnsrdb2.xx
@/pathname/nmdb2.cfg replace existing”

0,1, 2, 3 is the database partition

sample is the name of the database to be restored

xx is the platform-specific extension

pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file

Note: Restore with the db2_all command should always include REPLACE EXISTING or
WITHOUT PROMPTING to avoid the operation hanging while waiting for a prompt. DB2
does not support user prompting.
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Snapshot Backup
and Restore

This chapter describes how to configure and perform snapshot backup and restore of
DB2 data on supported primary storage devices.

This chapter includes the following sections:

# Snapshot backup and restore with NMDB2..........cocooivviiiniinniiccccccenes 70
+ Configuring ACS snapshot backups with PowerSnap.........cccocooveivviiniiinccnne 73
* Restoring a snapshot backup........ccocveiiiiiiii e 75
& Managing and Deleting backups of DB2 ACS snapshots ..........cccceuevveerivirinenennce. 75
+ Functional details of the snapshot backup and restore processes ............ccccecuc.. 76
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Table 7

Snapshot backup and restore with NMDB2

The IBM DB2 version 9.5 software provides a feature called Advanced Copy Services
(ACS), which enables point-in-time (PIT) copies (snapshots) of a DB2 database to be
created. ACS used together with NetWorker PowerSnap software provides
continuous protection and availability of data, giving it the following advantages
over traditional backup technology:

+ Databases may be backed up without impacting the production environment

+ Databases may be quickly recovered and brought back online.

Supported environments

The NMDB2 software works with ACS (available only with DB2 Version 9.5 and later
software), the NetWorker Module for PowerSnap, and supported NetWorker
software to back up snapshots of DB2 databases. The NMDB2 software works with
NetWorker software to recover snapshots.

Note: Snapshots are supported only for scheduled, full backups of databases.

The supported types of primary storage platforms for snapshot backup and restore
with NMDB2 include:

¢ EMC CLARiiON®
+ EMC Symmetrix®
o EMC Celerra® (NAS Filers)

EMC Powerlink website at http:/ /Powerlink. EMC.com, under Support, provides a
complete list of supported PowerSnap modules and environments.

The following documents provide details on compatibility of software releases and
information for installation of the software:

& EMC Information Protection Software Compatibility Guide

& EMC NetWorkNetWork Module for PowerSnap Installation and Administration Guide
for the primary storage system

& EMC NetWorker Module for DB2 Installation Guide

Required software for snapshot backup and recovery

Table 7 on page 70 lists the software requirements for a typical network environment
that uses the NMDB2 software for snapshot backup and recovery services.

Typical configuration of NMDB2 snapshot backup and restore environment

Computer or device Required software or configuration

Application host DB2 server, NetWorker client, PowerSnap module, NMDB2 module
Proxy client host (data mover) NetWorker client, NetWorker storage node, PowerSnap module
Storage array One of either Symmetrix, CLARIiON, or Celerra (NAS devices)
NetWorker server host NetWorker server
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Figure 9 on page 71 shows the software components used in the NMDB2 backup and
recovery environment.
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Figure 9 Software used in the NMDB2 environment for a snapshot backup

Types of snapshot backup supported

NMDB2 used together with NetWorker PowerSnap software supports only
scheduled, full, point-in-time (PIT) backups (snapshots) of DB2 databases. The
following types of PowerSnap backups are supported.

Instant backup (snapshot) — A snapshot of the DB2 database is stored on the
primary storage system.

Live backup (snapshot rollover) — A snapshot of the DB2 database is stored on the
primary storage and immediately backed up, through the proxy client (data mover),
to secondary storage, such as tape or disk. Live backup supports the following two
conditions:

+ Serverless backup — The snapshot on the primary storage is deleted after the
backup is completed
o The snapshot on the primary storage is retained after the backup is completed

Snapshot backup and restore with NMDB2
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EMC NetWorker Module for PowerSnap Installation and Administration Guide provides
details about the primary storage system.

Types of snapshot restore supported

NMDB?2 supports the following types of restore operations.

Instant restore (PIT) — The snapshot that was stored on the primary storage by an
instant backup is mounted. The mounted snapshot enables the stored data to be
immediately retrieved and requires a minimal amount of time to perform.

Rollback (rollback from PIT) — The snapshot on the primary storage is restored
back to its source location on the DB2 application host.

Note: Rollback restores do not support relocation of the database to a different host because
they require the data to be restored to the original source and synchronized with the snapshot

copy.

CAUTION

Rollbacks are destructive to data that has been added or changed after the time of
the snapshot because they overwrite the entire database contents of the source
location.

Restore from secondary storage (conventional restore) — A live backup, which was
saved to media on the secondary storage system, is restored from the media. This
type of restore may be redirected to different host.

The snapshot backup process

In very general terms, a snapshot backup of a DB2 database is performed as follows:

1. At the time scheduled for the snapshot backup, the NetWorker server starts
processes on the DB2 server that involve NMDB2, ACS, and the PowerSnap
module.

2. On the DB2 server, the PowerSnap module makes a point-in-time (PIT) snapshot
of the DB2 database on the primary storage, which then becomes available to the
proxy (data mover) client.

3. If alive backup is performed, the PowerSnap module on the proxy client moves
the snapshot data to the NetWorker server or storage node, which stores the data
on secondary storage, such as tape or disk.

4. At the end of the snapshot backup, the NetWorker server updates the online
client and media indexes with information about the backup.

Figure 10 on page 73 illustrates the data flow of the DB2 backup and recovery
environment.
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Figure 10 NMDB?2 live snapshot backup and recovery data flow with ACS and PowerSnap

Configuring ACS snapshot backups with PowerSnap

To configure DB2 Advanced Copy Services (ACS) snapshot backups of DB2
databases with NetWorker PowerSnap software, use the following procedure and
referenced documentation:

Note: This version of NMDB2 software supports only the full backup and restore of databases.
This version does not support backup and restore of selected tablespaces, logs, and files.

& IMPORTANT

Snapshots will not be produced if any data, log, or configuration file related to the
snapshot resides on a different device than the snapable device.

1. Ensure that both the NMDB2 software and the required PowerSnap module
software are installed according to the instructions in the following documents:

e EMC NetWorker Module for DB2 Installation Guide

* EMC NetWorker Module for PowerSnap Installation and Administration Guide (See
the PowerSnap module version for the primary storage system.)

2. Review “Types of snapshot backup supported” on page 71 to determine which
type of snapshot to perform.

Configuring ACS snapshot backups with PowerSnap
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3. Ensure the application host (DB2 server) and the proxy client (data mover host)

Table 8

are properly configured as NetWorker Client resources. This includes the usual
settings for the Backup Command and Save Set attributes as shown in “Client
resource” on page 26.

For both hosts, set the Application Information attribute for the appropriate
primary storage system, as indicated in the following examples:

e CLARIiiON:
NSR_PS_DEBUG_LEVEL=9
NSR_DATA_MOVER=bu-universe
NSR_SNAP_TYPE=emcclar
EMCCLAR_SNAP_SUBTYPE=CoW
FRAME_IP=10.5.167.17:10.5.167.18

e Symmetrix:
NSR_PS_DEBUG_LEVEL=9
NSR_DATA_MOVER=bu-lobster
NSR_SNAP_TYPE=symm_dmx

The EMC NetWorker Module for PowerSnap Installation and Administration Guide for
the appropriate primary storage system provides details on these parameters.

Ensure the NetWorker Group resource to which the DB2 hosts belong is
configured with proper snapshot attribute settings. Table 8 on page 74 provides a
sample.

Sample NetWorker Group resource attributes for snapshot backup

Attribute Setting

Snapshot True

Snapshot Policy Serverless live backup is recommended as a test. Daily or other customized policies
may be set later.

Snapshot Pool A Pool resource dedicated to the storage of snapshot metadata is recommended.
File-type volume devices are strongly recommended over tape.

Start Time Must be set in relation to the Number of Snapshots attribute for the snapshot policy:
(Interval x Number of Snapshots) must be less than or equal to (24:00 h - Start
Time).

Interval Must be set in relation to the Number of Snapshots attribute for the snapshot policy.

5. Ensure that any special parameters specific to the snapshot are set in the NMDB2

configuration file (nmdb2.cfg). Normally, no special parameters are required.

If the nsrsnapck binary is not in the default installation location, set the
NSR_NWPATH parameter. The default installation locations are as follows:

e AIX operating systems: /usr/bin
¢ Linux operating systems: /usr/sbin

Appendix A, “NMDB2 Configuration File and Parameters,” provides details.

Note: Parameter settings in the NMDB2 configuration file take precedence over the same
parameters configured in the NMC NetWorker application.

To enable the synchronous removal (“pruning”) of snapshot entries from the DB2
history file when they expire and are removed from the NetWorker indexes,
ensure that the following parameters are properly set in the NMDB2 resource file
(/nsr/res/nmdb2.res):
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DB2PATH
NSR_DB2CAT_MODE

Appendix B, “NMDB2 Resource File and Parameters,” provides further details.

Restoring a snapshot backup

To restore a snapshot of a DB2 database, use the following procedure and referenced
documentation:

1. Ensure that all parameters required for a PowerSnap restore are set in the NMDB2
configuration file (nmdb2.cfg), as follows:
e Set the NSR_SERVER to the hostname of the NetWorker server.

e Set the RESTORE_TYPE_ORDER to the appropriate value for the snapshot
restore type, as follows:

— pit —instant restore
rollback — instant restore from a point-in-time snapshot copy
— conventional — restore snapshot from secondary storage media

“Types of snapshot restore supported” on page 72 describes restore types.

The EMC NetWorker Module for PowerSnap Installation and Administration Guide for
the appropriate primary storage system provides details on parameters used to
restore snapshots.

The DB2 Data Recovery and High Availability Guide provides more details.
2. To restore a database, run the db2 restore command, for example, on Linux:

db2 restore db SAMPLE use snapshot library /usr/lib/libnsrdbZ2.so
options @/pathname/nmdb2.cfg log target include force

where pathname/nmdb2.cfg is the full pathname of the NMDB2 configuration file.

The DB2 documentation of the DB2 restore command syntax provides further
information.

Managing and Deleting backups of DB2 ACS snapshots

DB2 includes a binary named db2acsutil, which is used to:

+ List the valid snapshot backups in the primary storage
¢ Delete snapshot backups and release the associated resources

The IBM DB2 documentation provides details on use of the db2acsutil utility.

Query snapshots Query of snapshots with the db2acsutil command produces a list of valid snapshots
retained in the repository.

Note: Monitoring of the status of snapshots made with NMDB2 is not supported.

Example snapshot queries for AIX operating systems:

db2acsutil load /usr/lib/libnsrdb2.o options @/pathname/nmdb2.cfg
query older than 10 days snapshot db SAMPLE

db2acsutil load /usr/lib/libnsrdb2.o options @/pathname/nmdb2.cfg
query snapshot instance db2instl

Restoring a snapshot backup
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Delete snapshots

db2acsutil load /usr/lib/libnsrdb2.o options @/pathname/nmdb2.cfg
query snapshot taken at 20081212121212

db2acsutil load /usr/lib/libnsrdb2.o options @/pathname/nmdb2.cfg
query snapshot dbpartitionnum 0

db2acsutil load /usr/lib/libnsrdb2.o options @/pathname/nmdb2.cfg
query older than 5 days ago instance db2instl

where pathname /nmdb2.cfg is the full pathname of the NMDB2 configuration file.

Deletion of snapshots created with NMDB2 supports only the “taken at”
yyyymmddhhmmss option of the db2ascutil command. Snapshot entries are deleted
from both the DB2 backup history and the NetWorker server indexes.

Note: If the nsrsnapck binary, required for deletion operations, is not in the default installation
location, set the NSR_NWPATH parameter in the NMDB2 configuration file. The default
installation locations are:

- AIX operating systems: /usr/bin

- Linux operating systems: /usr/sbin

Appendix A, “NMDB2 Configuration File and Parameters,” provides details on the NMDB2
configuration file.

Example snapshot deletion for AIX operating systems:

db2acsutil LOAD /usr/lib/libnsrdb2.o options @/pathname/nmdb2.cfg
delete snapshot older than 10 days db SAMPLE taken at 20091212121212

where pathname /nmdb2.cfg is the full pathname of the NMDB2 configuration file.

The DB2 documentation provides further details.

Functional details of the snapshot backup and restore processes

A snapshot backup of DB2 data is started by invoking the invoking the snapshot
enabled NetWorker group on the NetWorker server. Snapshot DB2 data is restored
with the DB2 restore command.

The functional processes involved in the supported types of snapshot backup and
restore are illustrated in the following sections.

*

“Instant backup” on page 77

+ “Live backup, snapshot is not retained (serverless)” on page 78
+ “Live backup, snapshot is retained” on page 79

+ “Instant restore (rollback)” on page 80

+ “Restore from secondary storage” on page 81
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Figure 11

Snapshot Backup and Restore

An instant backup is a permanent point-in-time snapshot of DB2 data created on the
primary storage system. There is 10 backup of the snapshot to secondary storage,

such as tape. Figure 11 on page 77 shows the processes involved.
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Live backup, snapshot is not retained (serverless)

A live backup where the snapshot is not retained is called “serverless.” A temporary
point-in-time snapshot of DB2 data is created on the primary storage and is
immediately backed up, through the proxy client (data mover) to secondary storage,
such as a tape. The snapshot is not retained on the primary storage after the backup is
completed. Figure 12 on page 78 shows the processes involved.
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Figure 12 Live backup, snapshot is not retained (serverless)
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Live backup, snapshot is retained

A live backup where the snapshot is retained, is a permanent point-in-time snapshot
of DB2 data created on the primary storage, which is immediately backed up,
through the proxy client (data mover) to secondary storage, such as a tape. The
snapshot is retained on the primary storage for the period specified in either the
“Snapshot expiration policy” or the “Retain snapshots” attribute of the Group
resource for the client. The snapshot is retained on the primary storage. Figure 13 on
page 79 shows the processes involved.
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Instant restore (rollback)

An instant restore (rollback from point-in-time copy) restores the point-in-time
snapshot of DB2 data that was created on the primary storage back to its source
location on the DB2 application host. Rollbacks do not support redirection of the
snapshot to a different host and are destructive of data that has been added or
changed after the time of the point-in-time snapshot. Figure 14 on page 80 shows the
processes involved.
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Restore from secondary storage

A restore of a snapshot from secondary storage is a conventional restore. A live
backup of the PowerSnap point-in-time snapshot, which was saved to media on the
secondary storage system, is restored from the media. This type of restore may be
redirected to a different host. Figure 15 on page 81 shows the processes involved.
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Disaster Recovery

This chapter provides instructions for recovery from a disaster such as a disk failure.
It should be used in conjunction with Chapter 4, “Data Restore and Recovery,” and
the EMC NetWorker Disaster Recovery Guide.

This chapter includes the following sections:

& ADOUL dISASTETS ... 66
+ Importance of backing up mission-critical data ........cccccocevvniininiiiiiiiicenns 66
* Recovering from a diSASter ..........cccoviviiiiriniiiiii e 66

Disaster Recovery “
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Disaster recovery

The reliability of computer equipment continues to improve, but computer hardware
and environmental failures still occur, sometimes with catastrophic results. In a
network environment, where users depend on shared data and the amount of data
continually grows, the need to protect system and business information from disaster
is crucial.

For the purpose of this guide, a disaster is any loss of data in which the computing
environment required to restore that data is not available. Ordinary data recovery
procedures are not sufficient to recover the computing environment and its data to
normal day-to-day operations.

A disaster can result from any of the following situations:
+ Computer viruses that corrupt the computing system
+ Hardware and software failures

+ Infrastructure interruptions, inconsistencies, or loss of services, such as
communications or network connections, which result in damage to the
computing environment

NMDB?2 provides features specifically for disaster recovery. If it is possible to start up
the affected DB2 host and start the NMC NetWorker application, then it may be
possible to use the data restore and recovery procedures described in Chapter 4,
“Data Restore and Recovery.”

Preparing for disaster recovery

For protection against disaster, a viable backup strategy includes regular backups of:
+ Databases
o Transaction logs

+ Bootstrap records (the media database, resource database, and server index,
which reside on the NetWorker server)

These backups are important for the following reasons:
+ Without database backups, business data cannot be recovered.

+ Without transaction log backups, a database can be recovered only to the time of
its last full backup.

+ Without the bootstrap backup, it may not be possible to recover essential file and
system configuration data after a disaster.

Recovering from a disaster

NetWorker software can be used to recover from different types of disasters on the
DB2 server. The severity of a disaster can range from one or more files lost when a
disk crashes, to loss of an entire computer system. The disaster severity determines
the procedures that must be performed to recover the data.
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Requirements for disaster recovery

For disaster recovery, it is essential to keep accurate records of the network and
system configurations, and maintain all the original software in a safe location. For a
comprehensive disaster recovery, the following items are required:

¢ Original operating system media and patches
Original NetWorker media

Device drivers and media device names

File system configuration

IP addresses and hostnames

* 6 6 o o

Bootstrap information

The NetWorker bootstrap and client index must be available on the NetWorker server
before it can restore backed up data to its clients that have suffered disaster. “Perform
a NetWorker bootstrap backup” on page 40 provides information on how to back up
these crucial NetWorker server files with each NMSAP backup. This procedure
ensures that the bootstrap and client index are recoverable in the event that the
NetWorker server suffers a disaster.

The EMC NetWorker Disaster Recovery Guide provides information on how to recover
the NetWorker server, and a NetWorker client or storage node, from various types of
disasters. “Related documentation” on page 7 describes how to access the guide.

Performing a disaster recovery

“Performing a recovery” on page 44 provides procedures on how to recover a DB2
database. If the original DB2 server is not available because of a disaster, then the
restore operation may be redirected to a different host, as described in these
procedures.

The DB2 recovery documentation provides information on how to recover a DB2
database.

Recovering from a disaster “
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Troubleshooting and
Error Messages

This chapter contains troubleshooting tips and NMDB2 error messages. It also
provides suggestions to help diagnose and fix problems with the NMDB2 program
during backup and restore operations.

This chapter includes the following sections:

+ Viewing group backup details and messages........c.cccovvvvvreeririreninninincccee 88
o NMDB2 logs and tmp files ........ccocoviiiriininiriiii e 88
¢ Configuring error LOZS ......c.ccouviiiiiiiiiiiieiree s 89
& Example Problems........ccooiiiiiiccr e 89
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Viewing group backup details and messages

The NetWorker Management Console (NMC) enables messages and logs to be
monitored for performance, troubleshooting, and diagnostic purposes.

+ To view detailed information about a group backup:

Open the NMC NetWorker application. In the Monitoring view, select the Groups
tab and view the backup group. Click the Show Messages button to view any
messages generated during the backup.

+ To view the most recent general notification logs:

Open the NMC NetWorker application. In the Monitoring view, select the Log
tab. The priority, time, source, category, and message for each log appears. If a
particular log file is no longer available, inspect the log file on the NetWorker
server.

NMDB2 logs and tmp files

Logs and temporary files that may be useful for troubleshooting and diagnostic
purposes specific to the NMDB2 software are recorded on the NetWorker client/DB2
server.

Default log names The following NMDB2 default log names are used:
+ Scheduled backup logs:

¢ nsrdb2sv.log
* nmdb2.messages.raw

& Manual backup logs:

¢ nsrdb2xbsa.log
e nsrdb2.log

+ Wizard log:
¢ nsrdb2ra.log
¢ PowerSnap catalog pruning logs (Linux and AIX operating systems only):

¢ nsrdb2cat.log
¢ nsrdb2acs.log

Default logandtmp  Default location of NMDB?2 log files:
file locations ¢ On UNIX: /nsr/applogs/nmdb2
¢ On Windows: <drive>:\NetWorker_Install_Directory\nsr\applogs\nmdb2
Default location of NMDB2 tmp files:
¢ On UNIX: /nsr/tmp/nmdb2
+ On Windows: <drive>:\NetWorker_Install_Directory\nsr\tmp\nmdb2
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Example problems

Wizard creation of backup fails, authentication denied

The backup hangs

Troubleshooting and Error Messages

NMDB?2 error and diagnostic messages may be written to non-default locations and
files. Also, the level of detail reported may be changed.

To configure diagnostic messages, set the following parameters in the NMDB2
configuration file (nmdb2.cfg):

+ Debug information for backups
NSR_DEBUG_FILE=<a valid complete pathname to which messages should be written>

NSR_DEBUG_LEVEL=<an integer in the range of 0 to 9, where 9 is the highest level of
detail and 0 is the lowest>

+ Debug information for scheduled backups only

NSR_DB2SV_DEBUG_FILE=<a valid complete pathname to which messages should be
written, for scheduled backups only>

NSR_DB2SV_DEBUG_LEVEL=<an integer in the range of 0 to 9, where 9 is the
highest level of detail and 0 is the lowest, for scheduled backups only>

+ Additional debug backup and restore information
NSR_LIBNSRDB2_DEBUG_FILE=<a valid complete pathname>

NSR_LIBNSRDB2_DEBUG_LEVEL=<an integer in the range of 0 to 9, where 9 is the
highest level of detail and 0 is the lowest>

Appendix A, “NMDB2 Configuration File and Parameters” provides more
information.

The following sections provides troubleshooting examples.

Note: The NetWorker man pages, the EMC NetWorker Command Reference Guide, and the EMC
NetWorker Administration Guide provide details on NetWorker commands.

The wizard fails to create a scheduled backup and an error message indicates that
authentication is denied or denied for username.

Reason: The lockbox with the database connection credentials was not accessible by
the super-user on the client where the backup failed and the message appeared.

Solution: Use the NetWorker Management Console (NMC) to ensure that the
Lockbox resource is created for the user and client.

The EMC NetWorker Administration Guide provides details for lockbox password
management.

The backup hangs.

Reason: The NetWorker server may be temporarily unavailable when the backup
starts. The backup waits until the NetWorker server becomes available.
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Solution: Edit the NMDB2 configuration file (nmdb2.cfg) and set the following
parameter to TRUE:

NSR_NO_BUSY_ERRORS=TRUE
Appendix A, “NMDB2 Configuration File and Parameters” describes this parameter.

If the NSR_NO_BUSY_ERRORS parameter is set to TRUE and the backup still hangs,
determine if the nsrexecd program is running as follows:

# ps -ef | grep nsrexecd

If nsrexecd is not running, start it with the following command:

# nsrexecd

The backup fails The backup fails. A faulty record is written in the NetWorker media database and
corrupt data is saved.

Reason: The backup failed and did not roll back.

Solution: The faulty record should be manually removed from the NetWorker
database so the failed backup cannot be restored.

To remove a failed backup:

1. On the NetWorker server, type the following command to view backup records
for the DB2 server in the media database:

S mminfo -v -c¢ client_name.mydomain.com

Where client_name.mydomain.com is the hostname of the DB2 server where the
database resides.

Note: In a cluster environment, use the virtual hostname.

2. Inspect the output of the mminfo command to determine if a save set was created
for a failed backup and was not automatically removed by the server. Note the
save set id (ssid).

3. Use the following command to remove the faulty save set from the media
database:

S nsrmm -S ssid -d
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NMDB2 Configuration
File and Parameters

This appendix provides information on the NMDB2 configuration file, including the
backup, DB2, transaction log, and restore parameters used with the file.

This appendix includes the following sections:

¢ The NMDB2 configuration file ..o 92
+ Syntax rules for the NMDB2 configuration file...........cccooovionniiinniniicnn. 93
+ Settings not to use for NMDB2........ccooiiiiiiiiiiiicccccecceece s 94
# Parameters not to configure with the wizard ...........ccccccevviiiiniinnce, 94
o NMDB2 backup and restore parameters .............cccooecveiviiiiiiiiniiiiiiiinnees 95
o DB2 backup and restore parameters .............ccccovuiiiiiiiiiinns 100
o Transaction log parameters..........cccocociviiiiiiiiiiiiiiiiii s 103
¢ Restore parameters...........cccoeiviiiiiiiiii 105
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Command method

Wizard method

The NMDB2 configuration file

The NMDB2 configuration file (for example, named nmdb2.cfg), also referred to as
the “options file,” is used for special purposes and is not used for normal scheduled
backups.

Note: Although NMDB2 version 3.2 and earlier used the configuration file for scheduled
backups, this usage is no longer supported.

Some of the uses of the configuration file are:

+ DB2 password encryption for scheduled backups, if the wizard is not used. “DB2
password encryption” on page 28 gives details.

manual backups

restore operations

transaction log backup and restore

cluster backups

DPF backups

snapshot backup if non-default locations are used

diagnostic or reference purposes

* 6 6 0 0 0 0

Note: The configuration file (also known as the options file) is multi-purpose. Any parameters
set in the file that are not required for an operation are ignored. For example, the same
configuration file may be used for manual, cluster, and DPF backups as well as for restore
operations.

Extracting NMDB2 backup settings to a configuration file

The backup configuration settings for an NMDB2 4.0 client, configured with either
the NetWorker Client Backup Configuration Wizard or the NMC NetWorker
application, may be extracted and saved in an editable file format. This extracted file
may be used as a template for cluster, DFP, or manual backups.

An NMDB2 backup configuration file (for example, named “nmdb2.cfg”) may be
extracted by either the command method or the wizard method.

Run the nsrdb2admin command on the DB2 client host as follows:
$ nsrdb2admin -X -s server -g group -N save set -f path nmdb2.cfg

This command stores the backup configuration settings in a file (nmdb2.cfg) on the
DB2 client.

The EMC NetWorker Module for DB2 Command Reference Guide provides details on this
command.

Run the NetWorker Client Backup configuration wizard and select the Custom
Scheduled Backup option. On the Save the NMDB2 Configuration (Optional) page,
specify a configuration filename, for example, nmdb2.cfg, and click Next. The backup
configuration file is saved at the specified location.

“Configuring a manual backup” on page 32 provides details on manual backups.
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Syntax rules for the NMDB2 configuration file

The contents of the NMDB2 configuration file (named for example, nmdb2.cfg) must
conform to the following syntax rules:

+ Each parameter setting must be in one of the following formats:

NAME = value
NAME = valuel, value2, value3

where:
* NAME is the uppercase parameter name.
o value, valuel, value2, value3 are values assigned to the parameter.

+ Multiple values for a parameter must be separated by commas.

# The values of a parameter can be specified over multiple lines if each line ends in
a comma. For example:

NAME = valuel,
valueZ2,
value3

+ If the line that specifies a parameter does not end in a comma, the next line must
contain a new parameter setting.

+ White space is ignored.

+ Texton aline after the # symbol (where # is 110t enclosed in quotes) is considered a
comment, and is ignored. A comment may appear after a parameter setting on the
same line.

+ A space, comma, or # symbol in a parameter value must be surrounded by single
quotes (" ’), double quotes(" "), or backward quotes (" *).

+ Parameter names and values are case-sensitive, unless specified otherwise.

+ Do not include spaces when specifying paths.

Example NMDB2 configuration file
Example 2 on page 93 shows a sample NMDB2 configuration file.

Note: The path for the DB2 backup binary is mandatory, specified by, DB2PATH (Windows) or
INSTHOME (UNIX).

Example 2 Sample NMDB2 configuration file for Microsoft Windows

DB2_ALIAS=SAMPLE

DB2_NODE_NAME=DB2

DB2_USR=CORP\db2admin

DB2_OPTIONS=DB2BACKUP_OFFLINE

DB2PATH=C: \PROGRA~1\IBM\SQLLIB

DB2_SESSIONS=1

NSR_SERVER=Accounting

NSR_DATA_VOLUME_POOL=Default

NSR_LOG_VOLUME_POOL=Default

NSR_DEBUG_LEVEL=9
NSR_DEBUG_FILE=c:\progra~l\Legato\nsr\applogs\nmdb2\nsrdb2xbsa.log
NSR_LIBNSRDB2_DEBUG_LEVEL=9
NSR_LIBNSRDB2_DEBUG_FILE=c:\progra~l\Legato\nsr\applogs\nmdb2\nsrdb2.log
NSR_DB2SV_DEBUG_LEVEL=9

NSR_DB2SV_DEBUG_FILE=c: \progra~1l\Legato\nsr\applogs\nmdb2\nsrdb2sv.log
DB2_PSWD=[ifmb=7<8&
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Settings not to use for NMDB2

& IMPORTANT

Ensure the DB2_VENDOR_INI registry variable is not set. Also ensure the
$INSTHOME/sqllib/cfg/vendor.cfg file, if it exists, is not used for NMDB2
settings. Otherwise, conflicts can cause backups to fail.

The DB2_VENDOR_INI registry variable was used with NMDB2 release 1.6 and
earlier to set environment variables for DB2 operations. It is no longer used by the
NMDB2 program and should not be set.

If the $INSTHOME /sgllib/ cfg /vendor.cfg file exists and contains only NMDB2
parameters, such as NSR_DATA_VOLUME_POOL, and so on, as listed in this
appendix, remove this file. Otherwise, delete all NMDB2 parameters from this file.

To implement these deletions:
1. Edit the SINSTHOME/sqlib/cfg/vendor.cfg file, removing any NMDB2 variables

2. Recycle the database instance and clear the DB2_VENDOR_INI variable with the
appropriate stop and start commands. For example:
$ db2stop

S db2set DB2_VENDOR_INI=
S db2start

Parameters not to configure with the wizard

The following parameters may nof be configured in the Pre and Post Processing
Options (Optional) page of the NetWorker Client Backup Configuration Wizard.

NSR_DB2_BACKUP_INFO
NSR_DATA_VOLUME_ POOL
NSR_GROUP
NSR_SERVER
NSR_AES_ENCRYPTION
NSR_COMPRESSION
NSR_CHECKSUM
DB2_ACTION
DB2_ALIAS
DB2_NODE_NAME
DB2_OPTIONS
DB2_PSWD
DB2_QUIESCE
DB2_SESSIONS
DB2_TBS_LIST
DB2_USR
DB2_VENDOR_LIB_PATH
DB2INSTANCE

DB2PATH

INSTHOME

PRECMD

POSTCMD
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NMDB2 backup and restore parameters

Table 9 on page 95 lists the NMDB2 backup and restore parameters, which are set in
the user-created NMDB2 configuration file (for example, nmdb2.cfg):

NMDB2 Configuration File and Parameters

# The same configuration file may be used for both backup and restore operations.

o These parameters are identified for manual or scheduled backups.

Note: Parameters identified for “scheduled backup” may be used for cluster or DFP backups
where a configuration file is required. Otherwise, all scheduled backups should use
configurations that are created with either the NetWorker Client Backup Configuration Wizard
or the NMC NetWorker application, which do not use a configuration file.

Table 9

NMDB2 backup and restore parameters (page 1 of 5)

NMDB2 backup parameter

Definition

Default and valid values

NSR_AES_ENCRYPTION

Optional. Specifies that the NetWorker server
will encrypt the backup using the existing pass
phrase on the server.

Note: This parameter is supported only for
NetWorker servers, version 7.3 and later.

Possible values are (TRUE or FALSE). The
default value is FALSE.

NSR_CLIENT

Optional. Specifies the NetWorker Client
resource to use to restore data, or for a
manual or scheduled cluster or DPF backup.

Note: Do not set for a regular scheduled
backup.

Valid hostname of a NetWorker client:

*  Where the NMDB2 software is installed
(default)

To use in a cluster or DPF scheduled
backup

*  Which was backed up (when used in a
restore operation)

* Any NetWorker client.

NSR_DATA_VOLUME_POOL

Optional for manual backups only. Do not set
for a scheduled backup. Specifies the
NetWorker volume pool to use for a manual
backup.

The predefined NetWorker volume pool
named Default (default).

* Avalid name of a NetWorker volume
pool.

NSR_DB2_BACKUP_INFO

Optional. Specifies whether additional disaster
recovery and support information will be
backed up along with a scheduled backup.

If the additional information fails to back up, an
error message is generated.

Set for scheduled backups only.

Possible values are (yes or no). The
default value is no.

¢ The following parameters must also be
set:
- DB2_ALIAS
- DB2PATH (Windows)
- INSTHOME (UNIX; Linux)

NSR_DB2_CONFIG_FILE

Optional. Specifies a list of files to be backed

up in addition to the database backup. These

files will be backed up as part of the scheduled
backup command separately from and before
the POSTCMD command if defined.

If the extra files fail to back up, an error
message is generated.

Set for scheduled backups only.

NSR_DB2_CONFIG_FILE = "{Full Path to
Filename}" - where the file contains a list of
files that the user wishes to backup. For
example:

NSR_DB2_CONFIG_FILE=
/spacel/nmdb2_savelist.txt

For example, the nmdb2_savelist.txt file can
contain:

* /spacei2/vendor.cfg
¢ /space12/db2insti/sqllib/db2nodes.cfg
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Table 9

NMDB2 backup and restore parameters (page 2 of 5)

NMDB2 backup parameter

Definition

Default and valid values

NSR_DB2_RESTORE_TABLESPACE
_BKUP

Optional. Set this parameter if restoring a
tablespace with no timestamp or only a partial
timestamp.

A full timestamp includes year, month, day,
hour, minute, and second, for example
20091113142149. A partial timestamp for
example would be 20091113.

Possible values are (TRUE or FALSE). The
default value is FALSE.

NSR_DB2SV_DEBUG_FILE

Optional. Specifies the complete pathname of
the log file that receives debug information
during a scheduled backup.

Note: Set for scheduled backups only. The file
itself does not need to exist, but the complete
directory path must exist.

The parameter
NSR_DB2SV_DEBUG_LEVEL specifies the
level of the debug information.

Undefined (default).

* Avalid complete pathname of a debug
log file.

NSR_DB2SV_DEBUG_LEVEL

Optional. Specifies the level of debug
information that is written during a scheduled
backup to the log file specified by the
parameter NSR_DB2SV_DEBUG_FILE.

Set for scheduled backups only.

* 0 (default) = No debug information.

1 = Information on fatal system errors.

2 = Information on all network-related

errors.

* 3 =Information about the operation
taking place.

* 4 =Information about all starting and
ending of sessions.

* 5 =Information on all entries and exits
from the NMDB2 software.

* 6 =Information on all entries and exits
from internal NMDB2 functions.

* 7 =Information on all internal NMDB2
errors.

* 8 =Information on all NMDB2
parameters.

* 9= All possible NMDB2 debugging
messages.

NSR_DEBUG_FILE

Optional. Specifies the complete pathname of
the log file that receives debug information
during a backup.

Note: The file itself does not need to exist, but
the complete directory path must exist.

The parameter NSR_DEBUG_LEVEL
specifies the level of the debug information.

Undefined (default).

* Avalid complete pathname of a debug
log file.
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NMDB2 Configuration File and Parameters

NMDB2 backup and restore parameters (page 3 of 5)

NMDB2 backup parameter

Definition

Default and valid values

NSR_DEBUG_LEVEL

Optional. Specifies the level of debug
information that is written during a backup to
the log file specified by the parameter
NSR_DEBUG_FILE.

0 (default) = No debug information.

1 = Information on fatal system errors.
2 = Information on all network-related
errors.

3 = Information about the operation
taking place.

4 = Information about all starting and
ending of sessions.

5 = Information on all entries and exits
from the NMDB2 software.

6 = Information on all entries and exits
from internal NMDB2 functions.

7 = Information on all internal NMDB2
errors.

8 = Information on all NMDB2
parameters.

9 = All possible NMDB2 debugging
messages.

NSR_DEDUP_BACKUP

Mandatory for a manual deduplication backup
only. Do not set for scheduled backups.
Specifies whether to perform a deduplication
backup.

Note: For a scheduled deduplication backup,
set the Deduplication Backup attribute in the
NetWorker Client resource, instead of setting
this parameter.

FALSE (default) = Deduplication is not
performed during a manual NMDB2
backup. Other NSR_DEDUP_*
parameters are ignored.

TRUE = Deduplication is performed
during a manual NMDB2 backup. If
NSR_DEDUP_NODE is not set, the
backup fails.

NSR_DEDUP_CHUNK SIZE

Optional for a deduplication backup. Specifies
the size, in bytes, of data chunks that the
Avamar server uses in a deduplication backup.

Note: Tuning the data chunk size requires
intimate knowledge of Avamar and should be
done only with input from EMC NetWorker
Customer Support.

0 (default) = The Avamar server
determines the data chunk sizes, which
can vary. This value is recommendedin
most cases.

(Value greater than zero) = A fixed data
chunk size to use for a deduplication
backup.

NSR_DEDUP_NODE

Mandatory for a manual deduplication backup
only. Do not set for a scheduled deduplication
backup.

Specifies the hostname of the Avamar server
to perform a manual NMDB2 backup and store
the deduplicated client data. The hostname
must be the same as the Avamar server
hostname set in the Deduplication Node
resource.

Note: For a scheduled deduplication backup,
set the Deduplication Node attribute in the
NetWorker Client resource, instead of setting
this parameter.

Undefined (default).

Avamar server hostname set in the
NetWorker Deduplication Node resource.
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Table 9

NMDB2 backup and restore parameters (page 4 of 5)

NMDB2 backup parameter

Definition

Default and valid values

NSR_DEDUP_CACHE_ENABLED

Optional for a deduplication backup. Specifies
whether a cache is used during a
deduplication backup.

Not using a cache decreases the backup
performance, but also decreases the disk
usage in the /nsr/dedup/cache directory.

Note: Use of the non-default value (FALSE)
requires intimate knowledge of Avamar and
should be done only with input from EMC
NetWorker Customer Support.

TRUE (default) = A cache is used to
increase performance during a
deduplication backup. This value is
recommended in most cases.

FALSE = A cache is not used during a
deduplication backup.

NSR_GROUP

Optional. Do not set for a manual
(nonscheduled) backup. Specifies the
NetWorker backup group to use for a
scheduled DB2 backup.

Note: A NetWorker Group resource must be
configured for the specified backup group.

¢ The NetWorker backup group specified;
otherwise, the predefined backup group
named Default (default).

* Avalid name of a NetWorker backup
group.
Any valid NetWorker group name of
1,024 characters or less. Invalid group
names may cause authentication or
system errors in another routine.

NSR_LIBNSRDB2_DEBUG_FILE

Optional. Specifies a file that contains
additional debug backup and restore
information.

* Undefined (default).
* Avalid complete pathname.

NSR_LIBNSRDB2_DEBUG_LEVEL

Optional. Specifies the amount of NMDB2
debug logging.

¢ 0 (default) = No debug information.

¢ 1 =Information on fatal system errors.

¢ 2 =|Information on all network-related
errors.

* 3= Information about the operation
taking place.

* 4 =Information about all starting and
ending of sessions.

¢ 5=Information on all entries and exits
from the NMDB2 software.

¢ 6 =Information on all entries and exits
from internal NMDB2 functions.

* 7 =Information on all internal NMDB2
errors.

¢ 8 =Information on all NMDB2
parameters.

e 9=Allpossible NMDB2 debugging
messages.

NSR_LOG_VOLUME_POOL

Optional. Specifies the NetWorker volume
pool to use for a log file backup.

The predefined NetWorker volume pool
named Default (default).

¢ Avalid name of a NetWorker volume
pool.

NSR_MAX_START_RETRIES

Optional. Specifies how many times the
NMDB2 software attempts to start the backup
before it fails. For example, the NetWorker
server is not ready because the devices are
not mounted.

* The default value is 4.
Any integer is a valid value.
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NMDB2 backup and restore parameters (page 5 of 5)

NMDB2 backup parameter

Definition

Default and valid values

NSR_NO_BUSY_ERRORS

Optional. Specifies whether the NMDB2
software waits for a busy NetWorker server or
fails immediately upon receiving a busy
notification.

This parameter corresponds to the
NSR_NO_BUSY_ERRORS environment
variable.

o FALSE (default) = NMDB2 software waits
for the selected NetWorker server to
become available.

* TRUE = NMDB2 software fails
immediately when the NetWorker server
is busy and not ready for a request.

NSR_NWPATH

Mandatory for the following environments:

¢ If snapshot backup and restore is used and
the NetWorker PowerSnap software
(nsrsnapck binary) is not installed in the
default location.

¢ |f deduplication backup and restore is used
and the Avamar software (nsravtar binary)
is not installed in the default location.

Default installation location:

o (AIX): /usr/bin

* (Linux): /usr/shin

Set to the paths where the nsrsnapck
binary and nsravtar binary are installed on
the DB2 host. This parameter accepts a list
of paths separated by a path separator, as
used for example with the $PATH
environment variable.

NSR_SAVESET_BROWSE

Optional. Do not set for a manual
(nonscheduled) backup. Specifies the browse
policy of a backup, as the date when the entry
for the backup is to be removed from the
NetWorker client index.

The browse policy specified in the
NetWorker Client resource for the DB2 client
(default).

NSR_SAVESET_RETENTION

Optional. Do not set for a manual
(nonscheduled) backup. Specifies the
retention policy of a backup, as the date when
the save set becomes recyclable.

* The retention policy specified in the
NetWorker Client resource for the DB2
client (default).

e Avalid date in nsr_getdate(3)
format.

NSR_SERVER

Mandatory. Set for manual backups. Specifies
the hostname of the NetWorker server to use
for a manual backup.

Optional . Set for scheduled backups.

* Hostname of the local host (default).
* Avalid hostname of a NetWorker server.
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DB2 backup and restore parameters

Table 10 on page 100 lists supported DB2 backup and restore parameters that can be
set in the NMDB2 configuration file (nmdb2.cfg):

¢ There parameters are supported for scheduled backups only.

# The same NMDB2 configuration file may be used for both backup and restore
operations.

Note: Parameters identified for “scheduled backup” may be used for cluster or DFP backups
where a configuration file is required. Otherwise, all scheduled backups should not use a
configuration file, but should use configurations that are created with either the NetWorker
Client Backup Configuration Wizard or the NMC NetWorker application.

Table 10 DB2 backup parameters (page 1 of 4)

DB2 backup parameter

Definition

Default and valid values

DB2_ACTION

Optional. Specifies the action to be taken by
the DB2 software.

Set for scheduled backups only.

The most common action that should be used for

configuring scheduled backup is

DB2BACKUP_BACKUP.

One or more of the following values, where multiple

values must be separated by commas:

» DB2BACKUP_BACKUP - default

» DB2BACKUP_PARM_CHK_ONLY — Validates the
backup parameters, without performing an actual
backup. Validates only DB2 parameters that will be
passed to DB2, without performing a backup.

DB2_ALIAS

Optional. Specifies the database alias of the
database to be backed up. This alias is
typically the same as the database name.

Set for scheduled backups only.

This variable does not have to be specified since it
is derived from the save set name. The variable
DB2_ALIAS and partition number are derived from
the DB2 save set. The DB2 save set will retain its
current form of DB2:/DB_NAME/NODEXXXX.
Where XXXX is the partition number.

¢ [f used, this variable must be set to the DB2 Alias
Name.
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DB2 backup parameters (page 2 of 4)

DB2 backup parameter

Definition

Default and valid values

DB2_APPLY_NW_LEVELS

Optional. Specifies whether backups are
performed at the levels specified in either
the NMDB2 configuration file (nmdb2.cfg) or
in the NetWorker Schedule resource.

Note: If set to TRUE, the DB2 parameter
TRACKMOD must be set to ON.

Possible values are FALSE (the default) or TRUE.
FALSE or unspecified: The level used for the backup is
retrieved from the configuration file and the one
defined in the NetWorker schedule is ignored.

TRUE: The level used for the backup is retrieved from

the NetWorker schedule and the one defined in the

configuration file is ignored.

The backup levels specified by the DB2_OPTIONS

parameter in the configuration file map to NetWorker

levels as follows:

» DB2BACKUP_FULL is equivalent to full level.

* DB2BACKUP_INCREMENTAL is equivalent to the
incr level.

» DDB2BACKUP_DELTA is equivalent to the 1-9
levels in NetWorker. If no level is specified in the
NetWorker schedule, then level 9 is applied.

If set to TRUE, then the DB2 parameter TRACKMOD

must be set to ON. This parameter must be set with

the DB2 command prompt as follows:

Db2 update db cfg for sample using
TRACKMOD ON

where sample is the name of the database to be
backed up.

DB2_BUFFER_SIZE

Optional. Specifies the backup buffer size in
4 KB allocation units (pages).

Note: Set only for scheduled backups with
pre-NMDB2 4.0 releases.

* A value determined by the DB2 server (default).

* Aninteger number of allocation units; where the
minimum number is 8.

DB2_NODE_NAME

Mandatory. Specifies the alias of the DB2
instance to which the user must connect for
the backup.

Set for scheduled backups only.

¢ Avalid alias of the DB2 instance.

* If the node you are using is through a local
connection, use the Instance Name.

DB2_NUM_BUFFERS

Optional. Specifies the number of backup
buffers to be used.

Note: Set only for scheduled backups with
pre-NMDB2 4.0 releases.

¢ Avalue determined by the DB2 server (default).

* Aninteger number of backup buffers, where the
minimum number is 2 and the maximum number is
limited by the amount of available memory.

DB2_OPTIONS

Optional. Specifies the DB2 backup options.

Set for scheduled backups only.

Note: At a minimum, specify either the
DB2BACKUP_DB or the
DB2BACKUP_TABLESPACE parameter
(not both).

* Undefined (default).

*  One or more of the following values
(case-sensitive), where multiple values must be
separated by commas:

- DB2BACKUP_COMPRESS

- DB2BACKUP_DB

- DB2BACKUP_DELTA

- DB2BACKUP_EXCLUDE_LOGS
- DB2BACKUP_FULL

- DB2BACKUP_INCLUDE_LOGS
- DB2BACKUP_INCREMENTAL

- DB2BACKUP_OFFLINE

- DB2BACKUP_ONLINE

- DB2BACKUP_TABLESPACE
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Table 10 DB2 backup parameters (page 3 of 4)

DB2 backup parameter

Definition

Default and valid values

DB2_PARALLELISM

Optional. Specifies the degree of DB2
parallelism.

Note: Set only for scheduled backups with
pre-NMDB2 4.0 releases.

* A value determined by the DB2 server (default).

* Aninteger number for the DB2 parallelism, where
the minimum number is 1 and the maximum
number is 1024.

DB2_PARTITION_LIST

Optional. Specifies which nodes to backup
for a DPF backup.

Set for DB2 versions 9.5 or later only.

Undefined (default). If not specified, the backup will
backup a single node only.

Valid values are, “all” and any integer, which specifies
an individual node to back up. Commas can be used
to separate multiple integers.

DB2 database during a backup.
Set for scheduled backups only.

DB2_PSWD Mandatory. Specifies the password for the | A valid DB2 user password. This password should not
DB2 user that connects to the DB2 instance, | be typed manually, but should be encrypted via the
as specified by the parameter DB2_USR. nsrdb2sv -P option.

Set for scheduled backups only. The following command creates an encrypted
password in the NMDB2 configuration file
(nmdb2.cfg):
nsrdb2sv -P password-f nmdb2.cfg
DB2_QUIESCE Optional. Specifies whether to quiesce the | » Possible values are (yes or no). The default value

is no.
o The DB2_ALIAS parameter must also be set.

DB2_SESSIONS

Optional. Specifies the number of parallel
NMDB2 sessions to be run with the
NetWorker server for the backup.

Set for scheduled backups only.

* The integer number 1 (default).
* Aninteger number of parallel NMDB2 sessions.

user that connects to the DB2 instance for
the backup. The password of the user is
specified by the parameter DB2_PSWD.

Set for scheduled backups only.

DB2_TBS_LIST Mandatory. Only for a tablespace backup. A list of tablespace names, where multiple names
Do not set for a database backup. must be separated by commas. For example:
Specifies a list of tablespaces to be backed | DB2_TBS_LIST = SYSCATSPACE,
up. USERSPACE1
Set for scheduled backups only.

DB2_USR Mandatory. Specifies the name of the DB2 | A valid DB2 username.

DB2_VENDOR_LIB_PATH

Optional. Specifies the complete pathname
of the NMDB2 shared library on the DB2
host.

Path can point to various library versions to
test and evaluate hot fixes.

Set for scheduled backups only.

¢ On UNIX, the default location is assumed if not
specified. For example on Solaris:
Just/lib/libnsrdb2.so

*  On Windows, the default path is obtained
automatically from the registry.

DB2INSTANCE (on UNIX)

Mandatory. Specifies the name (not the
alias) of the DB2 instance that contains the
database to be backed up.

Note: Ensure that this environment variable
is correctly set. Refer to the appropriate 1BM
DB2 documentation.

Set for scheduled backups only.

A valid name of the DB2 instance that contains the
database.
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Table 10 DB2 backup parameters (page 4 of 4)

DB2 backup parameter Definition Default and valid values

DB2PATH (on Windows) Mandatory. Specifies the path where the Set to the path where the DB2 binaries to be used for
DB2 binaries are located. the backup are located.

Set for scheduled backups only.

INSTHOME (on UNIX) Mandatory. Specifies the path where the Set to the path where the DB2 binaries to be used for
DB2 binaries are located. the backup are located.

Set for scheduled backups only.

POSTCMD Optional. Do not use for a manual * Undefined (default).
(nonscheduled) backup. + A valid complete pathname of a postprocessing
Specifies the complete pathname of a script file.
postprocessing script to be run aftera If the value is undefined or invalid, a postprocessing
scheduled backup. script is not run after the scheduled backup.

* If the scheduled backup fails, the
postprocessing script is still run.

* Ifthe postprocessing script fails, an error
message is generated.

Set for scheduled backups only.

PRECMD Optional. Do not use for a manual * Undefined (default).
(nonscheduled) backup. + A valid complete pathname of a preprocessing
Specifies the complete pathname of a script file.
preprocessing script to be run before a If the value is undefined or invalid, a preprocessing
scheduled backup. script is not run before the scheduled backup.

Note: If the preprocessing script fails, an
error message is generated and the
scheduled backup is not performed.

Set for scheduled backups only.

Transaction log parameters

Table 11 on page 103 lists supported NMDB2 transaction log parameters that can be
used during a backup or restore to a DB2 database. These parameters are set in the
NMDB?2 configuration file (nmdb2.cfg).

Note: The same NMDB?2 configuration file may be used for both backup and restore
operations.

Table 11 Transaction log parameters (page 1 of 2)

Transaction Log Parameter Definition Default and Valid Values
NSR_DEBUG_FILE Optional. Specifies the complete pathname | Any valid pathname or filename. If the file
of the log file that receives debug information | specified cannot be opened, a
during a backup. BSA_RC_INVALID_KEYWORD error

The file itself does not need to exist, but the | Mmessage is written to the default file.
complete directory path must exist.
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Table 11 Transaction log parameters (page 2 of 2)

Transaction Log Parameter

Definition

Default and Valid Values

NSR_DEBUG_LEVEL

Optional. Specifies the level of debug
information that is written during a backup to
the log file specified by the parameter
NSR_DEBUG_FILE.

¢ 0 (default) = No debug information.

1 = Information on fatal system errors.

o 2 =Information on all network-related
errors.

* 3 = Information about the operation
taking place.

* 4 =nformation about all starting and
ending of sessions.

* 5 =|Information on all entries and exits
from the NMDB2 software.

* 6 =Information on all entries and exits
from internal NMDB2 functions.

¢ 7 =Information on all internal NMDB2
errors.

* 8 =Information on all NMDB2
parameters.

* 9 =All possible NMDB2 debugging
messages.

NSR_LOG_VOLUME_POOL

Optional. Specifies the volume pool to which
transactional logs should be backed up.

The predefined NetWorker volume
pool named Default (default).

* Avalid name of a NetWorker volume
pool.
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Table 12 on page 105 lists supported NMDB2 restore parameters that can be used to
restore data to a DB2 database.

Note: The same NMDB?2 configuration file may be used for both backup and restore

operations.

Table 12

NMDB2 restore parameters (page 1 of 2)

NMDB2 restore parameter

Definition

Default and valid values

NSR_DB2_RESTORE_TABLESPACE_BKUP

Optional. Set this parameter if
restoring a tablespace with no
timestamp or only a partial
timestamp.

A full timestamp includes year,
month, day, hour, minute, and
second, for example
20091113142149. A partial
timestamp for example would be
20091113.

Possible values are FALSE (the default)
or TRUE.

NSR_DEBUG_FILE

Optional. Specifies the complete
pathname of the log file that receives
debug information during a backup.
The file itself does not need to exist,
but the complete directory path must
exist.

Any valid pathname or filename. If the file
specified cannot be opened, a
BSA_RC_INVALID_KEYWORD error
message is written to the default file.

NSR_DEBUG_LEVEL

Optional. Specifies the level of debug
information that is written during a
backup to the log file specified by the
parameter NSR_DEBUG_FILE.

0 (default) = No debug information.

1 = Information on fatal system errors.
2 = Information on all network-related
errors.

3 = Information about the operation
taking place.

4 = Information about all starting and
ending of sessions.

5 = Information on all entries and exits
from the NMDB2 software.

6 = Information on all entries and exits
from internal NMDB2 functions.

7 = Information on all internal NMDB2
errors.

8 = Information on all NMDB2
parameters.

9 = All possible NMDB2 debugging
messages.
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Table 12 NMDB2 restore parameters (page 2 of 2)

NMDB2 restore parameter

Definition

Default and valid values

NSR_ENCRYPTION_PHRASES

Optional. Specifies the pass phrase
that is required to restore data from
the NetWorker server.

Not required only if encryption is
enabled and the pass phrase on the
NetWorker server has not changed
between the backup and restore. The
pass phrase setting on the
NetWorker server is always included
in the set of restore pass phrases,

Note: This parameter is supported
only for NetWorker servers, version
7.3 and later.

The pass phrase setting that is used to
the restore the data from the NetWorker
server must be the same as was used to
back up the data on the NetWorker
server. The EMC NetWorker
Administration Guide, Version 7.3 gives
details.

Multiple pass phrases can be used. For
example:

NSR_ENCRYPTION_PHRASES=
"pass_phrasel, pass_phrase2"

Enclose the pass phrase within quotes.
Where multiple pass phrases are used,
separate each pass phrase with commas.

NSR_LIBNSRDB2_DEBUG_FILE

Optional. Specifies a file that
contains additional debug backup
and restore information.

Any valid path.

NSR_LIBNSRDB2_DEBUG_LEVEL

Optional. Specifies the amount of
NMDB2 debug logging.

0 (default) = No debug information.

1 = Information on fatal system errors.
2 = Information on all network-related
errors.

3 = Information about the operation
taking place.

4 = Information about all starting and
ending of sessions.

5 = Information on all entries and exits
from the NMDB2 software.

6 = Information on all entries and exits
from internal NMDB2 functions.

7 = Information on all internal NMDB2
errors.

8 = Information on all NMDB2
parameters.

9 = All possible NMDB2 debugging
messages.

NSR_SERVER

Mandatory. Specifies the hostname
of the NetWorker server to use for a
DB2 restore.

A valid hostname of a NetWorker server.

RESTORE_TYPE_ORDER

Optional. Specifies the type of
snapshot restore to be performed.
Use one or more of the specified
values. Each value is delimited from
the others by a colon (:):

If multiple values are specified, each
type of restore is attempted in the
order specified until a restore
operation is successful.

pit:conventional (default)
pit — Specifies an instant restore.

conventional — Specifies a snapshot
restore from secondary storage
media.

rollback — Specifies an instant
restore from a point-in-time (pit) copy.
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and Parameters

This appendix provides information on the NMDB2 resource file and its parameters,
which are used to synchronize the DB2 history file with the NetWorker indexes.

This appendix contains the following sections:

+ About the NMDB2 resource file..........ccccooviiiiiiniiieiiiiiccccccccccccccenee 108
o NMDB2 resource file parameters..........ccccccceccreriiiiiiiiiiiceeeeereeeeeeeeeeeas 109
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About the NMDB2 resource file

The NMDB?2 resource file (/nsr/res/nmdb2.res) is a user-created file that is used only
to enable the “pruning” function of snapshot backups of DB2 databases. This
resource file enables the synchronous removal of snapshot entries from the DB2
history file when they expire in the NetWorker indexes. This process, known as DB2
“history pruning,” is performed by the nsrdb2cat binary.

“NMDB?2 resource file parameters” on page 109 provides details on parameters.

“Configuring ACS snapshot backups with PowerSnap” on page 73 provides details
on snapshot backups.

Syntax rules for the NMDB2 resource file

The NMDB2 resource file uses the same syntax rules as the NMDB2 configuration
file. “Syntax rules for the NMDB2 configuration file” on page 93 provides details.

Example NMDB2 resource file

To enable DB2 history pruning, the NSR_DB2CAT_MODE must be enabled and
DB2PATH parameters must be set. A typical NMDB2 resource file, without DB2
history pruning, may as follows:

/nsr/res/nmdb2.res
A sample configuration file used for catalog synchronization

DB2PATH is set to the DB2 binary directory. Must for nsrdb2cat
binary.

Mandatory

Default: None

HH oH FE o H 3

#

# NSR_DB2CAT_MODE specifies if catalog synchronization is 'enabled'

# or 'disabled'. It is set to 'undetermined' by default. It must be
# set to either 'enabled' or 'disabled' by an administrator before

# proxy copy backups are performed.

# Mandatory

# Default: undetermined

NSR_DB2CAT_MODE=disabled

#

# NSR_REMOVE_ON_FAILURE specifies if the NMDB2 index entries should be
# removed if catalog synchronization fails. It is set to FALSE by

# default.

# Optional

# Default:false

#NSR_REMOVE_ON_FAILURE=

#

# NSR_DEBUG_FILE is the debug log file for nsrdb2cat

# Optional

# Default: /nsr/applogs/nmdb2/nsrdb2cat.log

NSR_DEBUG_FILE=/nsr/applogs/nmdb2/nsrdb2cat.log

#

# NSR_DEBUG_LEVEL is the debug level file for nsrdb2cat
# Optional

# Default: 0

NSR_DEBUG_LEVEL=9
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NMDB2 resource file parameters

Table 13 on page 109 lists the NMDB2 parameters supported by the user-created
NMDB?2 resource file (for example, /nsr/res/nmdb2.res).

Table 13 NMDB2 resource file parameters

NMDB2 parameter

Definition

Default and valid values

DB2PATH

Mandatory only if NSR_DB2CAT_MODE
is enabled. Specifies the location of the
DB2 binary directory.

Use for DB2 history pruning with
snapshot backups only.

Undefined (default)

Set to the location of the DB2
binary directory.

NSR_DB2CAT_MODE

Optional. Synchronously removes
entries in the DB2 history catalog file
when corresponding entries are removed
from the NetWorker indexes.

Use for snapshot backups created with
DB2 Advanced Copy Service only.

* Disabled (default) - Snapshot
without catalog
synchronization.

* Enabled - Snapshot with
catalog synchronization (DB2
history pruning).

NSR_DEBUG_FILE

Optional. “NMDB2 backup and restore

parameters” on page 95 provides details.

NSR_DEBUG_LEVEL

Optional. “NMDB2 backup and restore

parameters” on page 95 provides details.

NSR_REMOVE_ON_FAILURE

Optional. Specifies whether expired
NetWorker index entries should be
removed if corresponding backup entries
are not successfully removed from the
DB2 history.

* FALSE (default) = Remove
expired NetWorker index
entries only if they are
successfully removed from the
DB2 history.

* TRUE = Remove all expired
NetWorker index entries, even
if they are not successfully
removed from the DB2 history.
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SQL Messages

This appendix describes DB2 SQL error messages that are specific to NMDB2
operations.

The IBM DB2 reference documentation provides more information about SQL
messages.

This appendix contains the following sections:

¢ The load libnsrdb2 commaAnd...........cc.oovieiiiieiiieie et 112
@ DB2 SQL MESSAGES......coeiviiiiiiiiiiiiiiiiiiiiciccc s 112
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Table 14

The load libnsrdb2 command

Table 14 on page 112 lists the path and the suffix information for the load libnsrdb2

command.

Use the path and suffix information in Table 14 on page 112 to determine the correct
shared library for your operating system.

Path and suffix for the load libnsrdb2 command

Operating system

Path with suffix

AIX

/usr/1lib/libnsrdb2.o

HP-UX

/usr/1lib/libnsrdb2.sl

Linux, Solaris, HP-UX |1A64

/usr/1ib/libnsrdb2.so

Windows NT and Windows 2000

<drive>:NetWorker_ Installation_Directory\nsr\

A

bin\libnsrdb2.d1l1

DB2 SQL Messages

Table 15 on page 112 lists DB2 SQL error messages that are specific to NMDB2

operations.

IMPORTANT

Identical messages are listed in this table for different causes. For these multiple
listings, examine each cause.

Table 15 DB2 SQL error messages (page 1 of 3)
DB2 SQL
message Explanation Cause Fix
SQL1268N A rollforward recovery The variable Change the NSR_ENCRYPTION_PHRASES
stopped due to error NSR_ENCRYPTION_PHRASES | variable to include the datazone pass phrase
"SQL1042" while retrieving | does not contain the datazone that was used to back up the transaction
log file <logfile> for database | pass phrase that was used to back | logs.
<db> on node "0". up the transaction logs.
SQL2025N An I/O error "3" occurred on | The client is not registered on the | Create a valid client on the NetWorker server.
media "VENDOR" NetWorker SerVer.tO Wthh the Test to make sure the connection between
NMDB2 software is backing up. | the client and server is valid:
save -s servername/testfile
SQL2025N | An I/O error "3" occurred on | The NSR_CLIENT parameter is Set the NSR_CLIENT environment variable
media "VENDOR" set to an invalid client name while | to the name of the client from which the
running a backup. backup is running.
SQL2025N An I/O error "3" occurred on | In the vendor configuration file, the | If possible, remove the DB2 vendor.cfg file.
media "VENDOR" NSR_DATA_VOLUME_POOL “Settings not to use for NMDB2” on page 94
parameter is settoa ppol name provides details. Otherwise, do as follows:
that does not exist, while * Create a pool to the same name that the
attempting to run a backup NSR_DATA_VOLUME_POOL is set.
* Change the value of
NSR_DATA_VOLUME_POOL to a valid
pool.
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Table 15 DB2 SQL error messages (page 2 of 3)

DB2 SQL

message Explanation Cause Fix

SQL2025N An I/O error "3" occurred on | There is no NMDB2 license on the | Obtain a valid NMDB2 license.
media "VENDOR" server. A separate client license is

required for each client.

SQL2025N An 1/O error "3" occurred on | For manual deduplication backup, | Ensure the corresponding NetWorker Client

media "VENDOR" the deduplication backup attribute | resource is defined on the NetWorker server
is not enabled in the and the deduplication backup attribute is
corresponding NetWorker Client enabled.
resource.

SQL2025N An I/O error "3" occurred on | For manual or scheduled Ensure the Avamar server is available for the
media "VENDOR" deduplication backup, the Avamar | backup operation.

server is already in maintenance
mode before the backup starts.

SQL2025N An /O error "25" occurred on | The variable Change the NSR_ENCRYPTION_PHRASES

media "VENDOR" NSR_ENCRYPTION_PHRASES | variable to include the datazone pass phrase
does not contain the datazone that was used to back up the database.
pass phrase that was used to back
up the database.

SQL2025N | An /O error "25" occurred on | The user does not have restore Add "recover local data" privilege for the
media "VENDOR". privilege on the NetWorker server. | user.

SQL2025N | An /O error “25” occurred on | For restore of deduplication Ensure the Avamar server is available for the
media “VENDOR’. backup, the Avamar server is restore operation

already in maintenance mode
before the restore starts.

SQL2062N | An error occurred while Permissions or ownership of Ensure that each database instance has a
accessing media debug files are incorrect for the unique debug file name.
"/usr/lib/libnsrdb2.s0". database instance.

Reason code: "0"

SQL2062N An error occurred while The NSR_CLIENT parameter was | Set the NSR_CLIENT environment variable
accessing media set to an incorrect client name to the name of the client from which the
"/usr/lib/libnsrdb2.s0" while running a restore. restore is running.

Reason code: "4"

(For the correct libnsrdb2
path and suffix information,
see Table 14.)

SQL2062N An error while accessing The client is not registered onthe | 1. Create a valid client on the NetWorker
media "/usr/lib/libnsrdb2.s0" | NetWorker server to which the server.
Reason code: "4" module is restoring. 2. Test to make sure the connection
(For the correct libnsrdb2 between the client and server is valid:
path and suffix information, save -s servername/testfile
see Table 14.)

SQL2062N An error occurred while A valid timestamp for the object Specify a valid timestamp.

accessing media
"Jusr/lib/libnsrdb2.s0".
Reason code: "11".

being restored was not specified.
Or:

Failed to restore a database from
one instance to another. The
Applications Information field in
Client resource is missing instance
information.

Or:
Specify Applications Information:
DB2_R=database_name: db2inst1:db2inst2:

“Recover to the same instance” on page 44
gives details.
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Table 15 DB2 SQL error messages (page 3 of 3)

DB2 SQL

message Explanation Cause Fix

SQL2062N An error occurred while The NSR_SERVER parameteris | Set the NSR_SERVER environment variable
accessing media set to an invalid servername. For | to a valid NetWorker server that has the DB2
"usr/lib/libnsrdb2.s0" example, the server might notexist | server defined as a client.

Reason code: "11" and you can not ping.
(For the correct libnsrdb2

path and suffix information,

see Table 14.)

SQL2071N An error occurred while Missing NMDB2 library, Reinstall NMDB2, or place the libnsrdb2.dll
accessing the shared library. | libnsrdb2.dll, not in the correct library into the correct location as indicated.
"c:\progra~1\legato\nsribin\ | place as indicated.
libnsrdb2.dll". Reason code:

1"

SQL2071N An error while accessing the | An error message occurs when Use the correct version of NMDB2 for the
shared library you use: database.

/usr/lib/libnsrdb2.so" * 32-bit NMDB2 software to back | For example: A 64-bit version of NMDB2 is
Reason code: "2" up a 64-bit database required to back up a 64-bit database.
(For the correct libnsrdb2 * 64-bit NMDB2 to back up a

path and suffix information, 32-bit database

see Table 14.)

SQL2079N | On Windows OS, the backup | Insufficient stack size for the Increase the stack size as follows:
fails for DB2 V9.5: deSyscs.exe file. 1. Stop the database engine with the
An error was reported by the db2stop command.
shared library. . 2. Use the db2hdr.exe utility to increase the
"c:\progra~1\legato\nsr\bin\|i stack size to a minimum of 512, for
bnsrdb2.dll". Return code: example:

30" Ci\Program Files\BM\SQLLIBBIN>
.\misc\db2hdr db2syscs.exe /s 512,32
3. Start the database engine with the
db2start command.

SQL2079N An error was reported by the | VENDOROPT parameter is null. Assign the VENDOROPT parameter a value
shared library during an that points to the nmdb2.cfg file, for example:
attempted recovery: db2 update db cfg using
“lusr/lib/libnsrdb2.s0.” Return vendoropt @/db/nmdbz.cfg
code “30.”

SQL2079N An error was reported by the | The configuration file is not found | Specify the correct pathname for the NMDB2
shared library for either backup or recover. configuration file (nmadb2.cfg).
"Jusr/lib/libnsrdb2.s0".

Return code: "30".
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Glossary

This glossary contains terms related to NMDB2. Many of these terms are used in this
manual.

A

ad hoc backup  See “manual backup.”

administrator  Person who normally installs, configures, and maintains software on network
computers, and who adds users and defines user privileges.

administrators group ~ Microsoft Windows user group whose members have the rights and privileges of
users in other groups, plus the ability to create, modify, and manage the users and
groups in the domain.

autochanger  See “library.”

backup 1. Copy or duplicate of a file, record, program, or entire computer system stored
separately from the original, that can be used to recover the original if it is destroyed
or damaged. 2. Operation that saves data to a volume for use as a backup.

backup cycle  Period of time from one level full backup to the next level full backup.

backup volume  Volume used to store backup data. Backup data cannot be stored on an archive
volume or a clone volume. See also “volume.”

bootstrap  Save set that is essential for NetWorker disaster recovery procedures. The bootstrap
consists of three components that reside on the NetWorker server: the media
database, the resource database, and a server index.

browse policy = NetWorker policy that specifies how long backed-up data will be readily available for
recovery. Backed-up data that has not exceeded its browse policy time can be
recovered more quickly than data that has exceeded its browse policy time but not its
retention policy time. See also “retention policy.”

C

client  Computer, workstation, or fileserver whose data can be backed up and recovered.
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client file index

client initiated
backup

clone

clone volume

cluster

command line

configuration file

Console server

datazone

device

deduplication

backup

disaster recovery

drive

Database maintained by the NetWorker server that tracks every database object, file,
or file system backed up. The NetWorker server maintains a single index file for each
client computer. The tracking information is purged from the index after the browse

time of each backup expires.

See “manual backup.”

Reliable copy of backed up data. Unlike volumes created with a simple copy
command, clone volumes can be used in exactly the same way as the original backup
volume. Single save sets or entire volumes can be cloned.

Exact duplicate of a backup volume. One of four types of volumes that NetWorker
software can track (backup, archive, backup clone, and archive clone). Save sets of
these different types may not be intermixed on one volume.

1. Two or more independent network servers that operate and appear to clients as if
they are a single unit. The cluster configuration enables work to be shifted from one
server to another, providing "high availability" that allows application services to
continue despite most hardware or software failures. Also known as an agent (Sun),
logical server (HP TruCluster), package (HP-UX), and virtual server (Microsoft). 2.
Group of disk sectors. The operating system assigns a unique number to each cluster
and keeps track of files according to which clusters they use.

Line on a display screen, also known as a command prompt or shell prompt, where
you type software commands.

See "NMC (NetWorker Management Console).”

D

Group of computers administered by a NetWorker server.

1. Storage unit that reads from and writes to backup volumes. A storage unit can be a
tape device, optical drive, autochanger, or file connected to the server or storage
node. 2. When dynamic drive sharing (DDS) is enabled, refers to the access path to
the physical drive. See also “drive.”

Type of backup from the client to a NetWorker deduplication node (Avamar server)
where redundant blocks of data (instead of entire files) are identified on the client so
only the unique blocks of data that contain changes are backed up. Only a single
instance of any unique data block is maintained on the server.

Recovery from any loss of data in which the computing environment required to
restore that data is not available, as might result for example from hardware failure or
software corruption. Ordinary data recovery procedures are not sufficient to recover
the computing environment and its data to normal day-to-day operations

Hardware device through which media can be read or written to. See also “device.”

EMC NetWorker Module for DB2 4.0 Administration Guide



enabler code

event-based backup

file index

file system

full backup

group

host

host ID

incremental (i)
backup

label

level

library

manual backup

E

Special code that activates the software. The enabler code that unlocks the base
features for software is called a base enabler. Enabler codes for additional features or
products (for example, library support) are called add-on enablers.

See ”probe-based backup.”

F

See ”client file index.”

1. Software interface used to save, retrieve, and manage files on storage media by
providing directory structures, data transfer methods, and file association. 2. Entire
set of all files.

See "level.”

G

Client computer or group of clients that are configured to back up files according to a
single designated schedule or set of conditions.

H

Computer on a network.

Serial number that uniquely identifies a host computer.

Backup level in which only files that have changed since the last backup are backed
up. See also “level.”

L

Electronic header on a volume used for identification by NetWorker or other data
mover application.

Backup configuration option that specifies how much data is saved during a
scheduled or manual backup. A full (f) backup backs up all files, regardless of
whether they have changed. Levels one through nine [1-9] backup files that have
changed since the last lower numbered backup level. An incremental (incr) backup
backs up only files that have changed since the last backup.

Hardware device containing one or more removable media drives, as well as slots for
pieces of media, media access ports, and a robotic mechanism for moving pieces of
media between these components. Libraries automate media loading and mounting
functions during backup and recovery. The term library is synonymous with
autochanger, autoloader, carousel, datawheel, jukebox, and near-line storage.

M

Backup that a user performs from the client, also known as an unscheduled backup or
an ad hoc backup. The user specifies the files, file systems, and directories to back up.
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media

media database

media index
media pool
Media Manager
mount

multiple session
backup and restore

NetWorker
NetWorker resource

NetWorker server

NetWorker storage
node

NMC (NetWorker
Management
Console)

nsrd

nsrhost

override

parallelism

pathname

physical cluster client

physical host

Physical storage, such as magnetic tape, optical disk, or file system, to which backup
data is written.

Database that contains indexed entries of storage volume location and the life cycle
status of all data and volumes managed by the NetWorker server.

See “media database.”
Feature to sort backup data to selected storage volumes.
NetWorker database that tracks save sets stored on backup volumes.

To make a database available for use or to place a removable tape or disk volume into
a drive for reading or writing.

Method of backing up or restoring multiple streams of data simultaneously.

N

Network-based EMC software product that backs up and recovers file systems.

See “resource.”

Computer on a network running the NetWorker software, containing the online
indexes, and providing backup and recover services to the clients on the same
network.

See ”“storage node.”

Software program that is used to manage NetWorker servers and clients. The NMC
server also provides reporting and monitoring capabilities for all NetWorker
processes.

Master NetWorker server process.

Logical hostname of the computer that is the NetWorker server.

O

Different backup level that is used in place of the regularly scheduled backup.

P

Method that backs up or recovers data for multiple clients, or multiple save sets for
one client, at the same time.

Set of instructions to the operating system for accessing a file. An absolute pathname
indicates how to find a file starting from the root directory and working down the
directory tree. A relative pathname indicates how to find a file starting from the
current location.

NetWorker client that is bound to a physical host in the cluster and can have its own
resources (private or local).

Node or host that forms part of a cluster.
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primary storage

policy

pool

probe-based backup

quiesce

recover

recyclable save set

recyclable volume

remote device

remote procedure
call

resource

resource database

restore

retention policy

retrieve

roll forward

root

Server storage subsystem that contains application data and any persistent snapshot
backups of the data. See also “secondary storage.”

Set of constraints that specify how long the save sets for a client are available for
recovery. Each client has a browse policy and a retention policy. When the retention
policy expires, the save sets associated with that policy are marked recyclable.

See “media pool.”

Type of scheduled backup, also known as an event-based backup, where the
NetWorker server initiates the backup only when specified conditions are met, as
determined by one or more probe settings.

Q

To end a process by allowing operations to complete normally while rejecting any
new requests for work.

R

To apply transactional (redo) logs to a database to make it consistent with a given
point in time.

Save set whose browse and retention policies have expired. Recyclable save sets are
removed from the media database.

Volume whose data has exceeded both its browse and retention policies and is now
available to be relabeled and reused.

Storage device that is attached to a storage node.

See "RPC (Remote Procedure Call).”

Component that describes the NetWorker server or its clients. Clients, devices,
schedules, groups, and policies are all NetWorker resources. Each resource has
attributes that define its properties.

Database of information about each resource.

Process of retrieving individual datafiles from backup storage and copying the files to
disk.

NetWorker policy that specifies the minimum period of time that must elapse before
backed-up data is eligible to be overwritten on the backup media. Backed-up data
that has not exceeded its browse policy time can be recovered more quickly than data
that has exceeded its browse policy time but not its retention policy time. See also
“browse policy.”

To locate and recover archived files and directories.

To apply transactional logs to a database to make it consistent with a given point in
time.

1. (UNIX only) UNIX superuser account. 2. (Microsoft Windows and UNIX Highest
level of the system directory structure.
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RPC (Remote
Procedure Call)

save

save set

save set ID

save set recover

save set status

save stream

scanner

secondary storage

server index

session

shared disk
skip
ssid

storage manager

storage node

system administrator

tablespace

Protocol that the NetWorker server uses to perform client requests over a network.

S

NetWorker command that backs up client files to backup volumes and makes data
entries in the online index.

Group of files or a file system from a single client computer, which is backed up on
storage media.

Internal identification number assigned to a save set.

To recover data by specifying save sets rather than by browsing and selecting files or
directories.

NetWorker attribute that indicates whether a save set is browsable, recoverable, or
recyclable. The save set status also indicates whether the save set was successfully
backed up.

Data and save set information that is written to a storage volume during a backup. A
save stream originates from a single save set.

NetWorker command used to read a backup volume when the online indexes are not
available.

Storage library attached to the NetWorker server or storage node, used to store
traditional or snapshot backups. See also “primary storage.”

See “client file index.”

Communications connection that operates between addresses within network. The
number of sessions used for a backup affects the number of save streams that can be
sent to the backup server or devices.

Storage disk that is connected to multiple nodes in the cluster.

Backup level in which designated files are not backed up.

See ”save set ID.”

Application that manages the storage devices and media used for backup and restore
requests. The NetWorker Module is a storage manager that connects NetWorker
services to the database server to provide storage management for databases and

transaction logs.

Storage device physically attached to a computer other than the NetWorker server,
whose backup operations are administered from the controlling NetWorker server.

Person normally responsible for installing, configuring, and maintaining NetWorker
software.

T

Database structure in which the location of a database and table data are assigned
directly to a container, such as a directory name, device name, or filename.
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target sessions

temporary enabler

transaction log

unscheduled backup

update enabler

versions

volume

volume ID (volid)

volume name

volume pool

XBSA

Number of backup sessions accepted by a backup device.

Code that enables operation of the software for an additional 45 days beyond the
evaluation period. See also “enabler code.”

Record of database transactions, stored in a log file to execute quick restore and roll
back transactions

U

See “manual backup.”

Code that updates software from a previous version. Like other temporary enabler
codes, it expires after 45 days.

\'

Date-stamped collection of available backups for any single file.

1. Unit of physical storage medium, such as a magnetic tape, optical disk, or file
system to which backup data is written. 2. Identifiable unit of data storage that may
reside on one or more computer disks.

Internal identification that NetWorker software assigns to a backup volume.

Name assigned to a backup volume when it is labeled. See also “label.”

See ”pool.”

X

Acronym for X/Open Backup Services Application Programming Interface, which
connects NetWorker functionality to the NetWorker module.
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A

active node 60

ad-hoc backup 13

Advanced Copy Services (ACS) 70,73
advanced file type device (AFTD) 34
aliases 26

archive logging 52

ASCII characters 14

B

backup
bootstrap file 40
deduplication 27, 33
delete 40
multiple session 36
parameters 95
PowerSnap, types of 71
probe-based 28
processes 18
transaction logs 52
Backup Command client attribute 27
backup fails, troubleshooting 90
backup hangs, troubleshooting 89
bootstrap
backup 17, 40
records 12, 84
browse policy 44
Browse Policy client attribute 27

C

cancel
manual backup 40
scheduled backup 39

circular logging 52

Client Backup Configuration Wizard 13

client file index 17, 40

Client resource attributes 26
Backup Command 27
Browse policy 27
Deduplication Backup 27
Deduplication Node 27
Group 27,30

Name 27

Parallelism 27

Password 27

Probe Resource Name 30

Remote Access 27

Remote User 27

Retention Policy 27

Save Set 28

Schedule 28
cluster configuration 15, 60
components, NMDB2 17
configuration file

about 92

extraction 92

manual backup 32

migration 22

syntax rules 93

transaction logs 52
configuration migration 14
configuration wizard 13

D

database instance name 26
Database Partitioning Feature (DPF) 62
DB2
backup parameters 100
history file 41
prune command 40
restore parameters 100
DB2 history file 15
DB2 operations 16
db2 prune command 41
DB2_NODE_NAME 65, 67
DB2_OPTIONS 34, 66, 67
DB2_PARALLELISM 34
DB2_PARTITION_LIST 67
DB2_PSWD 28
DB2_USR 65, 67
DB2_VENDOR_INI 94
DB2PATH 75
deduplication backup
client attribute 27
configure 33
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feature 15
manual 35
scheduled 34
deduplication node, client attribute 27
delete
backup 40
snapshots 76
Device resource 32
disaster recovery 12,40, 84
documentation, related 7
DPF partitions 15, 28, 62
DRS (Distributed Resource Scheduler) 15

E

EMCCLAR_SNAP_SUBTYPE 74
encryption 28

environment 16

error messages 112

event-based backup 13,28
extraction of backup settings 92

F

failover clusters 15, 60

features, NMDB2 13

fetched logs method of rollforward recovery 55

G

Group client attribute 27
Group resource 25
Group resource attributes
Autorestart 30
Probe Based Group 30
Probe End Time 30
Probe Interval 30
Probe Start Time 30
Probe Success Criteria 30
Time Since Successful Backup 30

H
high availability 60
history pruning 15, 108

I18N support 14

instant backup 71

instant restore from PIT copy 72
INSTHOME 65, 67
internationalization (I18N) 14

L

libnsrdb2.xx library 17
live backup 71
LOG_THRESHOLD 29
logs and temporary files 88

M

manual backup 13
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cancel 40
configure 32
deduplication 35
description 13
monitor 40
perform 39
media database 17
Media Pool resources 32
migrate backup settings from earlier releases 14, 22
multi-node configuration 15
multiple
DB2 installations on same host 14
devices and sessions 48
hosts 15
probes 30
session backups 36, 48

N

Name client attribute 27
naming conventions 12
NetWorker

client file index 17

media database 17

software features 16
NetWorker Client Backup Configuration Wizard 24, 92
NetWorker Management Console (NMC) 13
NMC NetWorker application 25, 92
NMDB2

components 17

resource file 108

software, description 13
NMDB2 configuration file (nmdb2.cfg)

about 92

backup parameters 95

DB2 backup parameters 100

DB2 restore parameters 100

DPF backups 62

manual backup 32

password encryption 28

restore operations 44

restore parameters 95, 105

snapshot backup, non-default settings 74

snapshot restore 75

transaction log parameters 103
nmdb?2.cfg template 17
nmdb?2_tlogs.cfg configuration file 52
node

deduplication 27

partition 28
non-English characters 14
non-scheduled backup 13
NSR_CLIENT 45, 52, 65, 67
NSR_DATA_VOLUME_POOL 45, 94
NSR_DB2CAT_MODE 75
NSR_DB2SV_DEBUG_FILE 89
NSR_DB2SV_DEBUG_LEVEL 89
NSR_DEBUG_FILE 29, 89
NSR_DEBUG_LEVEL 89
NSR_DEDUP_BACKUP 52
NSR_DEDUP_CACHE_ENABLED 35



NSR_DEDUP_CHUNK_SIZE 35
NSR_DEDUP_NODE 52
NSR_LIBNSRDB2_DEBUG_FILE 89
NSR_LIBNSRDB2_DEBUG_LEVEL 89
NSR_NWPATH 74
NSR_PARALLELISM 27
NSR_SERVER 33, 45, 52, 65, 67
NSR_SNAP_TYPE 74
nsrdb2admin utility 14,17, 22, 92
nsrdb2cat utility 17

nsrdb2probe utility 17, 29

nsrdb2ra utility 18

nsrdb2rlog utility 18

nsrdb2sv program 18

P

Parallelism client attribute 27
parameters

backup 95

DB2 100

resource file 109

restore 95, 105

transaction log 103
partioned databases (DPF) 28
partitioned databases (DPF) 15
passive node 60
Password client attribute 27
password encryption 28
point-in-time (PIT) copies 70
PowerSnap 70,71
pre and post processing parameters 94
primary storage platforms for snapshot 70
privileges for NMDB2 operations 22
Probe resource attributes

Command 29

Command Options 29

Name 29
Probe resource, description 28
probe-based backup 13, 28
proxy client for snapshot 70
prune unwanted backups 41
pruning of snapshots 15, 74, 108
push installation 14

R

recover
data, description 44
rollforward 54
to a different instance 46
to the same instance 44
redirected restore
to different host, different instance 48
to different host, same instance 45
Remote Access client attribute 27
Remote User client attribute 27
requirements for NMDB2 16
restore
data, description 44
from secondary storage, snapshot 72

parameters 95

perform 44

processes 19
RESTORE_TYPE_ORDER 75
Retention Policy client attribute 27
retention policy, description 44
rollback from PIT copy 72
rollforward recovery 14, 54, 55
rollover snapshot 71

S

Save Set client attribute 28
Schedule client attribute 28
Schedule resource 26
scheduled backup 13
cancel 39
Client Backup Configuration Wizard method 24
configuration 23
deduplication 34
monitor 38
NMC NetWorker method 25
probe-based 28
test 38
snapshot
backup and restore functional details 76
backup and restore operations 15,70
backup processes 72
configuration 73
deletion 76
instant backup 71
restore 75
rollover 71
serverless backup 71
Solaris Zones 15
SQL error messages 112

T

transaction logs
backup 52
configuration file 52
description 52
parameters 103
recovery with 54
rollforward recovery 52
support 14

troubleshooting 88

U
user privileges for NMDB2 22

\"/

vendor.cfg file 94

VENDOROPT 41, 56

virtual
host in cluster environment 60
machine, VMware 15

VMotion 15

VMware 15

EMC NetWorker Module for DB2 4.0 Administration Guide m



w

wizard 13,24

wizard fails to create backup, troubleshooting 89
wizard, unallowed parameters 94
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